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Abstract

Application layer Distributed Denial of Service (DDoS) attacks pose significant threats to network security
and service availability. This project addresses these threats by leveraging Software-Defined Networking
(SDN) and Deep Learning (DL) technologies. We developed and tested several architectures to tackle these
attacks effectively. The first architecture is the 1D-CNN, which excels at capturing spatial features from the
traffic data. The second is the LSTM network, designed to capture temporal dependencies and patterns
over time. The third is a hybrid CNN-LSTM model, which combines the spatial feature extraction capabil-
ities of CNN with the temporal sequence processing strengths of LSTM. Based on the evaluations of these
individual architectures, we designed the YOUD ensemble model to combine their strengths. Our custom
SDN topology, created using Mininet and the Ryu controller, integrates an Intrusion Detection System (IDS)
powered by the YOUD model. This IDS, coupled with a Flask-based application for real-time monitoring,
includes an Intrusion Prevention System (IPS) that dynamically blocks malicious IP addresses. The system
is trained on an enhanced version of the CICIDS2017 dataset, ensuring a robust, adaptive, and scalable
defense mechanism against application layer DDoS attacks. This project demonstrates the potential of in-
tegrating Deep Learning with SDN to significantly enhance network security.

Keywords: SDN, Deep Learning, DDoS, Security, Classification.



Résumé

Les attaques par déni de service distribué (DDoS) au niveau de la couche application constituent une me-
nace importante pour la sécurité des réseaux et la disponibilité des services. Ce projet aborde ces menaces
en utilisant les technologies de réseau défini par logiciel (SDN) et l’apprentissage profond (DL). Nous avons
développé et testé plusieurs architectures pour traiter ces attaques de manière efficace. La première archi-
tecture est le réseau 1D-CNN, qui excelle à capturer les caractéristiques spatiales des données de trafic. La
deuxième est le réseau LSTM, conçu pour capturer les dépendances et les motifs temporels au fil du temps.
La troisième est un modèle hybride CNN-LSTM, qui combine les capacités d’extraction de caractéristiques
spatiales du CNN avec les forces de traitement de séquences temporelles du LSTM. Sur la base des évalua-
tions de ces architectures individuelles, nous avons conçu le modèle en ensemble YOUD pour combiner
leurs forces. Notre topologie SDN personnalisée, créée en utilisant Mininet et le contrôleur Ryu, intègre un
système de détection d’intrusion (IDS) alimenté par le modèle YOUD. Cet IDS, couplé à une application
basée sur Flask pour la surveillance en temps réel, inclut un système de prévention des intrusions (IPS) qui
bloque dynamiquement les adresses IP malveillantes. Le système est entraîné sur une version améliorée de
la base de données CICIDS2017, garantissant un mécanisme de défense robuste, adaptatif et évolutif contre
les attaques DDoS de couche application. Ce projet démontre le potentiel de l’intégration de l’apprentissage
profond avec le SDN pour améliorer considérablement la sécurité des réseaux.

Mots clés : SDN, Apprentissage Profond, DDoS, Sécurité, Classification.
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Introduction

In the ever-evolving landscape of cyber threats, Distributed Denial of Service (DDoS) attacks pose a signi-
ficant challenge, particularly at the application layer. These attacks are designed to exploit specific vulne-
rabilities and exhaust server resources, making them both complex and subtle. Variants such as slowread,
slowrange, slowheaders, range attacks, and HTML flooding necessitate advanced detection and mitigation
mechanisms to ensure network security and service availability.

Software Defined Networking (SDN) provides a promising paradigm that offers centralized control and pro-
grammable network management. By decoupling the control plane from the data plane, SDN enables a
more flexible and dynamic network configuration. This approach not only simplifies the management of
network resources but also facilitates the deployment of new services and policies with minimal interven-
tion. Traditional security measures often fall short in detecting and mitigating advanced application layer
DDoS attacks. These attacks not only disrupt services but can also lead to significant financial and reputatio-
nal damage. Developing an effective Intrusion Detection System (IDS) that can swiftly identify and respond
to such threats is critical. This project aims to leverage the capabilities of Software-Defined Networking
(SDN) and advanced Deep Learning (DL) techniques to create a robust and adaptive security solution.

We have developed an Intrusion Detection System (IDS) specifically tailored for application layer DDoS at-
tacks, implemented within the Ryu controller framework on a custom topology in Mininet. We proposed
and evaluated different single models using 1D Convolutional Neural Network (1D CNN) and Long Short-
Term Memory (LSTM). We also developed new approaches in this project that combine CNN and LSTM
networks, namely hybrid CNN-LSTM model that integrates CNN and LSTM layers sequentially, and the
YOUD ensemble model, which leverages the strengths of three models : CNN, LSTM, and the hybrid CNN-
LSTM. The DL models were integrated within our IDS that operates in conjunction with a Flask application,
providing an interface for real-time monitoring and management. Following the detection guaranteed by
the IDS, an Intrusion Prevention System (IPS) is triggered to mitigate the attack by dynamically sending flow
rules to block the IP addresses of the attackers, thereby preserving the integrity and performance of the net-
work. The solution is implemented on an SDN network with a custom topology created using Mininet and
controlled via the Ryu controller.
To provide comprehensive and diverse attack scenarios for training the proposed DL-based models, the CI-
CIDS2017 dataset was selected and further enhanced with a variety of attack and benign traffic generation
tools from different classes. The first chapter of this thesis defines the SDN paradigm, discusses the Open-
Flow protocol, its layers, and examines associated threats, particularly focusing on DDoS attacks and their
significant types. The second chapter explores the field of DL, with a specific emphasis on CNN, RNN, and
LSTM architectures. The third chapter details our methodology, including an overview of the project, da-
taset preprocessing and enhancement, the design of DL models, the architecture of IDS and IPS, and the
development of a Flask application. The fourth and final chapter presents the results of our project.
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Chapter 1

Software Defined Networking Threats

1.1 Introduction

Traditional computer networks have long been the backbone of communication infrastructures, but they
come with inherent limitations. These networks are typically characterized by their static nature, where net-
work devices such as switches and routers are individually configured and managed. This static configura-
tion can lead to issues such as limited scalability, inefficient resource utilization, and complex management
processes.

Software-Defined Networking (SDN) emerged as a paradigm shift in network architecture, aiming to ad-
dress the limitations of traditional networks. It decouples the control plane from the data plane, centralizing
network control and enabling programmability, flexibility, and automation. By abstracting the underlying
hardware, SDN facilitates dynamic network configuration, efficient resource allocation, and easier mana-
gement through software-based controllers.

However, despite its numerous benefits, SDN is not without challenges. One significant vulnerability is its
susceptibility to Distributed Denial of Service (DDoS) attacks. These attacks flood a network with an overw-
helming amount of traffic, rendering it inaccessible to legitimate users. In SDN environments, the centrali-
zed control plane becomes a prime target for attackers, as compromising it can disrupt the entire network.
Additionally, the controlled hosts within SDN are also vulnerable since they receive traffic based on a cen-
tralized decision maker (controller). If this decision is inappropriate, they may become targets of an attack.
In this chapter, we will explore the SDN paradigm in depth, covering its concept, layers, the OpenFlow pro-
tocol, and its advantages. Then, we will examine some of its vulnerabilities and threats.

1.2 SDN

1.2.1 Definition

SDN is an emerging network architecture where the network control is detached from forwarding, allowing
for direct programmability [3], this separation enables the extraction of network intelligence from the da-
taplane’s switching devices, relocating it to controllers within the control plane. These controllers oversee
the underlying network, offering a versatile and efficient platform for implementing diverse network appli-
cations and services. Consequently, switching devices can now be externally governed by software without
onboard intelligence, this evolution provides a simplified programmable environment, granting external
software greater ability in defining network behavior [4].
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1.2.2 SDN Architecture

SDN architecture comprises three layers : an infrastructure layer, a control layer, and an application layer,
positioned on top of one another [4] as depicted in figure 1.1. The communication between these layers
is guaranteed by northbound and southbound Application Programming Interfaces (APIs), where the nor-
thbound API ensures communication between the application and control layers, while the southbound
API manages communication between the infrastructure and control layers [5]. This section delves into a
comprehensive illumination of the SDN architecture.

FIGURE 1.1 : SDN layers

1. Infrastructure layer :

The infrastructure layer includes devices such as switches and routers, which are in charge of gathe-
ring network status information like network topology, traffic statistics, and network usages. This data
is temporarily sstored on the devices and then transmitted to controllers. Furthermore, these devices
use rules provided by the controllers to analyze and forward incoming packets. When a packet ar-
rives, a switching device identifies the relevant forwarding rule and processes the packet accordingly
[4]. The communication between the infrastructure and control layers is made possible by the use of
OpenFlow protocol, which will be discussed further in the next section [3].

2. Control layer :

The control layer is responsible for managing and orchestrating the network, it serves as a bridge bet-
ween the infrastructure layer and the application layer via its dual interfaces. The controller is the ma-
jor component that accesses the infrastructure layer through the southbound interface. Specifically,
it allows the switching devices to be configured programmatically by establishing packet forwarding
rules using flow tables, and provides an up to date network global view. Also, it provides a northbound
interface (API) that allows the interaction between control and application layers, enabling applica-
tions to request network status from switching devices and make system tuning decisions based on it,
and apply these decisions by setting appropriate packet forwarding rules to switching devices using
this API [4, 6].

3. Application layer :
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The application layer is where the SDN applications are held, which are customized in meeting unique
user demands. They reach and manage switching devices situated within the infrastructure layer
leveraging the programmability guaranteed by the control layer. Specifically, software applications
adjust the system configurations according to the retrieved network status information [4]. Several
applications related to network security and optimization were developed including Intrusion De-
tection Systems (IDSs) [7] and load balancers [8].

1.3 OpenFlow Protocol

The OpenFlow protocol serves as the predominant choice for the southbound interface of Software-Defined
Networking (SDN), where it delineates the separation between the data plane and the control plane [9]. Ini-
tially conceived by Stanford University, then it has evolved into a standardized protocol under the steward-
ship of the Open Networking Foundation (ONF) [3].

1.3.1 Definition

OpenFlow is a standardized protocol utilized in Software-Defined Networking (SDN) environments to ma-
nage communication between the control and forwarding planes of network devices. In essence, it enables
a centralized controller to dictate how network traffic should be forwarded by configuring flow tables in
switches and routers.
With this protocol, SDN controllers can provide a comprehensive view of a network, including network sta-
tistics, to SDN applications. These applications can then reprogram the network based on the provided in-
formation. Consequently, network reprogramming involves adding, modifying, or deleting flow rules. Thus
by decoupling the control plane from the data plane, OpenFlow enhances network programmability, en-
abling dynamic and centralized management of network traffic flows, thereby improving network agility,
scalability, and efficiency.

1.3.2 OpenFlow Architecture

The OpenFlow architecture is the actual implementation of SDN networks, primarily based on three com-
ponents : the data plane, which consists of OpenFlow switches ; the control plane, constituted by OpenFlow
controllers ; and a secure chain that allows switches to connect to the control plane. As illustrated in figure
1.2.
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FIGURE 1.2 : OpenFlow architecture

1. OpenFlow Controllers :

An OpenFlow controller is the command center of SDN, it serves as the central intelligence of the SDN
architecture, residing within the control layer to dictate data forwarding via the OpenFlow protocol.
Presently, mainstream OpenFlow controllers fall into two primary categories : open-source as open
daylight ; RYU ; ONOS, and vendor-developed commercial controllers as Huawei’s iMaster NCE [5].

2. OpenFlow Secure Channel :

The OpenFlow Secure Channel is a fundamental component of Software-Defined Networking (SDN),
ensuring secure communication between controllers and switches. This channel serves as a conduit
for transmitting control messages and data flow instructions while guarding against potential secu-
rity risks. It employs encryption protocols such as Transport Layer Security (TLS) to encrypt data
transmission, thereby protecting against unauthorized access and tampering. The channel enables
bidirectional communication, allowing controllers and OpenFlow switches to exchange control mes-
sages and status updates seamlessly. All messages transmitted over the channel adhere to the standar-
dized format specified by the OpenFlow protocol, ensuring interoperability and compatibility across
diverse network elements.

3. OpenFlow Switch :

As a pivotal element within the OpenFlow network framework, an OpenFlow switch primarily handles
forwarding tasks at the data layer. These switches can manifest in either physical or virtualized forms,
functioning as switches or routers. OpenFlow switches are categorized into distinct types based on
their level of support for OpenFlow :

- Dedicated OpenFlow Switch : This variant represents a standard OpenFlow device dedicated
solely to OpenFlow forwarding. It exclusively processes traffic in OpenFlow mode and lacks the
capability to perform Layer 2 or Layer 3 forwarding.
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- OpenFlow-Compatible Switch : In contrast, an OpenFlow-compatible switch extends support
to both OpenFlow forwarding and traditional Layer 2/3 forwarding. Typically found in com-
mercial settings, these switches offer features such as flow tables and secure channels while
maintaining compatibility with conventional forwarding methods. Functionally, an OpenFlow
switch directs incoming packets based on directives stored within its flow table. This table
houses a collection of policy entries that dictate traffic processing rules. These entries are dy-
namically generated, managed, and disseminated by an external controller.

1.3.3 Flow Tables

The OpenFlow switches are composed of a pipeline of flow tables as shown in figure 1.3. The availability
of multiple flow tables allows for the processing of packets in series. A flow in the table can have the ac-
tion GOTO, which sends the packet to continue its matching functionality in another flow table. This new
feature significantly increases the complexity of flows and the logic of matching to handle more complex
scenarios.This allows for packet routing management, with the mechanism involving the accumulation of
actions from each flow table to execute them at the pipeline’s output.

FIGURE 1.3 : OpenFlow forwarding workflow

- Flow tables in an OpenFlow switch are numbered sequentially, beginning at 0 as shown in figure 1.3.

- Packet matching starts with the first flow table, which is flow table 0.

- A flow entry can direct a packet only to a flow table with a higher number than its own.

- When a packet matches a flow entry, the OpenFlow switch updates its action set and moves the packet
to the next flow table.

- In the final flow table, the switch executes all actions to modify packet contents and specify the output
port for forwarding.

- If a flow table’s instruction set includes an action list, the switch immediately executes those actions
for a copy of the packet in that table.

Flow Entry in OpenFlow :

A flow entry is a set of rules defined in a network switch or router that determines how network traffic
matching specific criteria should be handled. These rules typically include criteria such as source and
destination IP addresses, ports, and protocols, along with associated actions.
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FIGURE 1.4 : The flow entry structure

The flow entry structure as illustrated in figure 1.4 is :

◦ match fields : to match against packets. On packet arrival, match its header fields with flow
entries in a flow table, if any entry matches, update the counters indicated in that entry and
perform indicated actions.

∗ Packet Header : Defines the data flow. The packet header includes various fields proposed
by the protocol. Some of these fields are illustrated in Figure 1.5.

FIGURE 1.5 : Illustration of fields in the packet header.

◦ Instructions set : Specifies how packets within a flow will be processed. There are mandatory
actions that every OpenFlow switch must support, as well as optional OpenFlow actions that an
OpenFlow switch can support. Here are the mandatory actions :

∗ Forward : OpenFlow switches must support forwarding packets to physical ports as well
as virtual ports.

∗ Encapsulate and forward to controller : Encapsulate and send the packet to a controller
through the secure channel. This action is primarily used when a packet from a flow is
received for the first time. The controller can decide whether a new entry should be added
to the table, or if the packet should be dropped.

∗ Drop : Dropping all packets belonging to a flow is also an action that can be used for secu-
rity reasons to halt an attack, for example.

◦ Counters : Reserved for collecting flow statistics. Counters can be maintained for each flow
table, flow entry, port, and queue.

Flow table delivery :

Flow table delivery in OpenFlow can occur in proactive or reactive modes.

∗ Proactive mode : the controller proactively delivers flow table information to OpenFlow
switches.
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∗ Reactive mode : when an OpenFlow switch encounters a packet for which it has no mat-
ching flow entry, it sends a message to the controller. The controller then decides how to
forward the packet, calculates the necessary flow entry, and delivers it to the switch. In this
mode, the switch does not need to maintain all flow entries locally. Instead, it acquires flow
entries from the controller as needed, storing them only for actively generated traffic, and
removing them when they expire.

1.3.4 Openflow Messages

A secure communication link is established between an OpenFlow controller and a switch, enabling
the controller to manage the switch and receive feedback. Messages transmitted over this secure
channel must adhere to the format specified by the OpenFlow protocol. Typically encrypted using
Transport Layer Security (TLS), the OpenFlow secure channel may also operate over plain-text TCP
and port 6633 in OpenFlow versions 1.1 and later.

Three types of messages are exchanged over this channel :

◦ Controller-to-Switch message : is sent by the controller to the OpenFlow switch to manage or
obtain the OpenFlow switch status.

◦ Asynchronous message : Sent by the OpenFlow switch to update the controller on network
events or status changes.

◦ Symmetric message : Sent without solicitation by either the OpenFlow switch or the controller,
primarily used for establishing a connection and detecting online status of the peer.

1.3.5 Openflow Functioning

The OpenFlow architecture is illustrated by the figure 1.6, which describes the process of packet trans-
mission with OpenFlow. When a packet arrives at a switch, the switch checks if there is an entry in
the flow table that matches the packet header.

Should a match be found, the switch promptly executes the associated action specified within the
flow table as shown in figure 1.6. Conversely, if no matching entry is identified (1), the switch ge-
nerates an asynchronous message to the controller (2), referred to as a ’Packet in’ message. Subse-
quently, the controller, leveraging its preconfigured policies, deliberates on an appropriate action for
the packet.

Following this decision-making process, the controller dispatches a new transmission rule to the
switch in the form of both a ’Packet out’ message and a ’Flow mod’ message (3). Consequently, the
switch’s flow table is updated to integrate the newly installed rule, ensuring subsequent packets of
similar characteristics are handled accordingly (4).

This iterative cycle of packet processing underscores the dynamic and adaptive nature of OpenFlow
networks, wherein network behavior can be intelligently governed and adjusted in response to evol-
ving traffic patterns and network conditions.
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FIGURE 1.6 : The process of packet transmission with OpenFlow

1.4 SDN Benefits

1.4.1 Enhancing Configuration

Network configuration is a critical aspect of network management, particularly when integrating new
equipment into an existing network. This process requires precise configurations to ensure smooth
operations. However, due to the variety of network device manufacturers and configuration inter-
faces, current practices often involve manual intervention, which is both labor-intensive and error-
prone.

SDN addresses these limitations by enabling automatic and dynamic network reconfiguration. It uni-
fies the control plane across all network devices, including switches and routers, facilitating centrali-
zed configuration management. Through software control, network devices can be configured from
a single point, allowing for programmable and dynamic optimization of the entire network based on
its status [4].

1.4.2 Enhancing Performance

The arrival of SDN enhances the network performance on a global scale, by enabling centralized
control with a Whole view of the network and allows feedback control by exchanging information
across different layers of the network architecture. Consequently, numerous complex performance
optimization challenges can be effectively addressed through well-designed centralized algorithms.
This implies that innovative solutions for traditional issues like data traffic scheduling, end-to-end
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congestion control, load-balanced packet routing, energy-efficient operations, and Quality of Service
(QoS) support can be devised and seamlessly implemented to evaluate their impact on enhancing
network performance [4].

1.4.3 Innovation

As network applications continue to evolve, future networks should prioritize fostering innovation
rather than trying to precisely predict and meet the requirements of future applications. SDN pro-
motes innovation by offering a programmable network platform that allows the implementation and
experimentation of new ideas and applications in a convenient and flexible manner. The high confi-
gurability of SDN enables a clear separation among virtual networks, facilitating experimentation in a
real environment. This setup allows for the progressive deployment of new ideas through a seamless
transition from the experimental phase to the operational phase.

1.5 SDN Threats

SDN has revolutionized network management and operations by offering centralized control and
high performance. However, this paradigm shift also introduces some challenges, particularly in terms
of security vulnerabilities. Specifically, the centralized control plane of SDN that is responsible for
network management is compromised to various malicious attacks due to its critical role in network
operations, which may cause single point failure [10]. Additionally, the connected hosts in the data
plane within the SDN network are not immune as well, as servers located in this plane are also vulne-
rable to exploitation. Among the myriad of threats that SDN networks face, DDoS attacks stand out
as one of the most dangerous and frequent. They are aimed at disrupting network services and un-
dermining systems integrity by overwhelming the target with a flood of malicious traffic, rendering it
inaccessible to legitimate users [11].

1.5.1 DDoS Attacks

Denial of Service (DoS) attacks occur when a single attacker sends a massive amount of traffic to a
target, such as a website or a network controller, to overwhelm its resources and make it inaccessible
to legitimate users. This flood of traffic disrupts the normal functioning of the target, as depicted in
Figure 1.7.
Distributed Denial of Service (DDoS) attacks take this concept further. In a DDoS attack, hackers take
control of multiple computers, often referred to as a botnet, and use them collectively to send an even
larger volume of traffic to the target. This flood of traffic is intended to disrupt the normal functio-
ning of the target, making its services or resources inaccessible to legitimate users. DDoS attack has
a devastating effect on SDN, rendering the entire network or specific sections unavailable by incapa-
citating the controller or disabling switches. The risk on SDN has heightened due to its reliance on
centralized control and flow-tables [12]. Furthermore, they pose a significant challenge in terms of
detection and effective mitigation.
Various classifications of this type of attacks are provided, some based on the attack rate and other
based on the protocol used as presented in figure 1.8. In the subsequent sections, we will delve into
these classifications of DDoS attacks targeting SDN infrastructures.
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FIGURE 1.7 : DoS attack

FIGURE 1.8 : DDoS attack types taxonomy
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1. High-rate DDoS : The term "high-rate" implies that the attack generates a significant amount of
data or requests per unit of time, overwhelming the target’s capacity to handle incoming traffic
and causing disruption or service degradation [13]. DDoS attacks on SDN have the capability
to disrupt the availability of network services by aiming at various layers within SDN infrastruc-
ture, including the application, network and transport layers [14]. As it’s been demonstrated
in figure 1.8, High-rate DDoS attacks manifest in two main categories, each targeting specific
layers of network infrastructure :

Application Layer Attacks :

The aim of application layer DDoS is to attack the application itself by targeting particular vul-
nerabilities or problems which make it unable to deliver content to the user. These kinds of
attacks are meant for specific applications.

◦ HTTP Flood : Utilizes what appear to be legitimate HTTP GET or POST requests to attack a
web server or application, And overwhelm it with a barrage of HTTP requests ( “flooding”
it with as many process-intensive requests as possible)[13, 15].

◦ HTTPs Flood : Similar to HTTP flood but targeting encrypted HTTPS connections, making
mitigation more challenging [15].

◦ DNS Service Attack : This is an instance of a Reflection Amplification attack, where the
attacker impersonates their IP address to send an information request. Subsequently, the
server responds to this request, sending data to the target’s IP address. Similarly, DNS At-
tacks target Domain Name System servers, disrupting the translation of domain names
into IP addresses, thereby impeding access to websites and services.

Network and Transport Layer Attacks :

Attacks targeting the transport and network layers in SDN are often referred to as infrastructure
layer attacks [16]. The network layer handles the routing and forwarding of data packets bet-
ween various networks. DDoS attacks targeting this layer focus on exhausting network band-
width resources. Meanwhile, the transport layer is tasked with transferring data across a net-
work, offering error-checking mechanisms, and managing data flow [17].

a. Volume-based Attack volume-based attacks aim to flood the target network or system with
a high volume of traffic, thereby exhausting available resources.

◦ UDP Flood : This assault is recognized as a sessionless networking protocol. Here,
the attacker inundates the target with numerous UDP packets across various random
ports. This inundation prompts the host to continuously verify application listening
ports, ultimately responding with ICMP Destination Unreachable packets. This cycle
renders the target host’s resources inaccessible [18].

◦ TCP Flood : In this type of attack, the assailant sends a flood of TCP SYN packets to
the target server, often spoofing the source IP addresses to make it difficult to trace the
origin of the attack. Then , the server keep waiting for the ACK packet to complete the
TCP Handshake and establish connections. Thus, keeps the half-open connections in
its memory, consuming resources as network bandwidth.

◦ ICMP Flood : Similar to the UDP flood attack, an ICMP flood Overload the target host’s
resources with ICMP Echo Request (ping) packets. These packets are sent rapidly, wi-
thout waiting for replies. Therefore, this attack can saturate both incoming and out-
going bandwidth. The target often attempt to respond with ICMP Echo Reply packets,
leading to a notable slowdown in overall system performance [18]

b. Protocol-based Attack
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◦ SYN Flood : It stands as one of the original DDoS attacks online, focusing on the TCP
three-way handshake method. Typically, the attacker utilizes commandeered zombie
hosts to Overwhelm the server with a barrage of TCP/SYN packets, varying source
IP addresses or ports. This inundation triggers the creation of numerous half-open
connections upon the server’s response, ultimately exhausting system resources and
rendering normal services unattainable [16, 13].

◦ Ping of Death : Entails the transmission of a malicious ping to a targeted computer.
Typically, this ping is 32 bytes in size. The assailant then sends a packet exceeding the
IP protocol’s limit. Thus, this oversized or malformed packet exploits vulnerabilities
in the target’s networking stack, and impacts its resources. The "ping of death" attack
aims to disrupt or disable the target system by overwhelming it with malicious ping
packets [19].

◦ Smurf Attack : In a Smurf attack, the victim is inundated with ICMP echo-reply pa-
ckets. The attacker sends packets with a spoofed source IP address targeted to the
victim. Because these packets are sent to the broadcast address, they are received by
all nodes within the network. Each node then responds back to the victim machine, as
the source IP address is spoofed to appear as that of the victim’s address [20].

2. Slow-rate DDoS :

Slow DDoS attacks operate Stealthily, gradually draining resources over an extended duration to
avoid detection [21], they are characterized by employing Seemingly legitimate traffic at a slow
pace, this type of DDoS leverage application layer protocols like HTTP to gradually overwhelm
servers.
Dissimilar to high-rate DDoS, slow-rate DDoS attacks require minimal resources for execution,
often originating from just one machine. These distinctions render slow-rate attacks more in-
tricate and challenging to detect [22]. Slow DDoS attacks manifest in various forms, categorized
according to the protocol they exploit. Specifically, they can be broadly classified into applica-
tion layer attacks and network/transport layers attacks, each encompassing several subtypes.

Application layer attacks :

◦ Slowloris Attack : it operates by sending partial HTTP requests to establish connections
between a single computer and a victim web server.Typically, HTTP GET requests are sent
with valid HTTP headers, which the web server processes upon receipt of the complete
header. Attackers exploit this behavior to execute DDoS attacks on the victim server. So
they send incomplete HTTP headers, and the server continues to wait for the complete
message. The attacker inundates the server with numerous such incomplete requests then
maintains these connections open for as long as feasible, until it becomes overwhelmed
and unable to process any further requests [23].

◦ Slow Read Attack : In a slow-read attack, the assailant transmits a legitimate HTTP request
to a web server but then proceeds to read the response at an extremely low speed, if at all.
By deliberately slowing down the reading process, sometimes to as little as one byte per
instance, the attacker forbids the server from acquiring an idle connection timeout [23].

◦ Slow Body Attack : is another type of low-bandwidth denial-of-service (DoS) attack, simi-
lar to Slowloris. In a slow body attack, the attacker sends an HTTP POST request to a web
server, but transmits the body of the request very slowly. This can exhaust server resources,
as the server keeps the connection open waiting for the complete body of the request [23].

Network and Transport Layer Attacks :

◦ PDoS : Permanent Denial of Service attack entails denial of service through hardware sa-
botage. One prevalent method for executing a PDoS attack is known as "phlashing", where
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the attacker renders a device inoperable or damages its firmware, making the device or en-
tire system unusable. This approach exploits vulnerabilities by replacing the device’s fun-
damental software with a corrupt firmware image.

◦ Shrew attack : Shrew attack is a low-rate DoS attack that exploits the vulnerabilities in the
TCP protocol, it operates by sending small bursts of network traffic, yet still succeeds in
bringing down a host.

1.6 Cyber Security

Cyber Security encompasses a broad array of technologies, processes, and practices aimed at protec-
ting networks, devices, programs, and data from unauthorized access or damage. It is a critical aspect
of the modern digital landscape, where the integrity, confidentiality, and availability of information
are paramount. Its strategies include measures to combat a range of threats such as DDoS attacks.
In the realm of SDN, Cyber Security plays a crucial role in securing dynamic and programmable net-
work environments. Specifically, its architecture supports advanced security mechanisms and pro-
vides a platform for implementing robust Intrusion Detection Systems (IDSs) and Intrusion Preven-
tion Systems (IPSs).

1.6.1 Intrusion Detection Systems (IDSs)

IDSs are critical components in the Cyber Security arsenal. They are designed to monitor network
traffic and system activities for signs of malicious behavior, policy violations, or suspicious activities.
The primary goal of an IDS is to detect and alert on potential security incidents, which can then be
investigated and mitigated by security personnel and sophisticated approaches.
In the context of SDN, IDSs can be highly effective due to the centralized control and visibility provi-
ded by the SDN controller. SDN-enabled IDSs can dynamically adapt to network changes and provide
real-time monitoring and analysis of traffic patterns. This allows for the detection of various types of
cyber threats, including DDoS attacks, by identifying unusual spikes in traffic or patterns that deviate
from the norm. The programmable nature of SDN facilitates the deployment of IDSs across multiple
network segments, ensuring comprehensive coverage and rapid threat detection [22].

1.6.2 Intrusion Prevention Systems (IPSs)

IPSs take the capabilities of IDSs a step further by not only detecting but also actively blocking or
mitigating threats. They are designed to automatically respond to detected security incidents, such
as DDoS attacks, by dropping malicious packets, blocking IP addresses, or throttling traffic to prevent
network disruption.
In an SDN environment, IPSs can leverage the programmability and flexibility of the network to en-
force security policies in real-time. The SDN controller can deploy IPSs rules dynamically, redirect
traffic for analysis, and isolate affected segments to contain and mitigate threats. This real-time res-
ponsiveness is crucial for combating DDoS attacks, which aim to overwhelm network resources and
disrupt services. By leveraging SDN’s centralized management, IPSs can quickly identify and neutra-
lize malicious traffic, ensuring that the network remains secure and operational [22].

1.7 Conclusion

In this chapter, we explored the transformative potential of Software-Defined Networking (SDN) in
making networks more intelligent and manageable. SDN offers numerous advantages, including im-
proved performance, streamlined configuration, and greater flexibility. However, alongside these be-
nefits come significant security challenges, particularly from Distributed Denial of Service (DDoS)
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attacks. As we strive to leverage the full potential of SDN, addressing these vulnerabilities becomes
crucial to ensuring robust network security and maintaining the integrity and reliability of network
services.

These attacks can significantly slow down or even crash networks by overwhelming them with ex-
cessive traffic. Therefore, it is imperative to build Intrusion Detection Systems (IDSs) using advanced
technologies, particularly machine learning and deep learning. The next chapter will delve into these
methods and their application in enhancing network security.
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Chapter 2

Deep Learning

2.1 Introduction

Deep learning is a subfield of machine learning that aims at making machines capable of performing
tasks by learning from data, with the use of artificial neural networks (ANNs) which are designed to
mimic the perceptual processes of the human brain [24].
ANNs consist of interconnected units called neurons, which are inspired by the neurons in the hu-
man brain. Each neuron in an ANN processes input data by performing a simple computation : it
applies linear regression, a mathematical operation that predicts a value based on input data. Follo-
wed by an activation function that determines whether the neuron should be activated, influencing
the neuron’s output. In deep learning, multiple neural nodes are utilized, in contrast to the single
node typically found in traditional statistical machine learning.
This chapter introduces concepts and techniques related to deep learning, with a focus on three
key types of neural networks : Convolutional Neural Networks (CNNs), Recurrent Neural Networks
(RNNs), and Long Short-Term Memory (LSTM) networks. We will delve into their functioning and
applications, providing a comprehensive understanding of how these networks operate and their si-
gnificance in the field of deep learning.

2.2 Learning Processes in Deep Learning

Learning in DL refers to the iterative process through which a neural network adjusts its weights and
biases based on the input data to improve its performance in predicting or classifying data points.
This process is fundamental to the effectiveness of deep learning models and involves several critical
steps.

2.2.1 Data Collection and Preparation

The foundation of any deep learning model is high-quality data. The data must be representative of
the problem domain to ensure that the model can generalize well to new, unseen data. This prepara-
tion includes :

◦ Data Collection : Gathering raw data from various sources relevant to the task at hand. This can
include images, text, numerical data, or any other type of input data.

◦ Data Cleaning : Removing noise and Divergences from the dataset, such as handling missing
values, correcting errors, and removing outliers that could negatively impact model perfor-
mance.

◦ Data Preprocessing : Transforming raw data into a format suitable for training. This includes
normalization or standardization of numerical data, vectorization of text data, and resizing or
augmenting image data.
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◦ Data Splitting : Dividing the dataset into three subsets : training set (used to train the model),
validation set (used to tune hyperparameters and prevent overfitting), and test set (used to eva-
luate the final model performance).

2.2.2 Model Initialization

Before the learning process begins, the neural network model is initialized with random weights and
biases. This randomness helps in breaking symmetry and allows the model to learn diverse features
during training. Proper initialization can significantly impact the speed and success of the training
process.

2.2.3 Forward Propagation

During forward propagation, the input data is passed through the network layers, starting from the
input layer, through the hidden layers, and finally to the output layer. Each layer performs a linear
transformation followed by a non-linear activation function, transforming the input step by step.
The final output is produced, which can be a probability distribution in classification tasks or a conti-
nuous value in regression tasks.

2.2.4 Loss Calculation

The loss function, also known as the cost function or error function, measures the difference between
the predicted output and the actual target values. Common loss functions include Mean Squared Er-
ror (MSE) for regression tasks and Cross-Entropy Loss for classification tasks. The loss value provides
a quantitative measure of the model’s performance.

2.2.5 Backward Propagation

Backward propagation, or backpropagation, is the process of updating the model’s weights to mini-
mize the loss. This involves calculating the gradient of the loss function with respect to each weight
using the chain rule of calculus. The gradients indicate the direction and magnitude of the changes
needed to reduce the loss.

2.2.6 Optimization Algorithm

An optimization algorithm uses the gradients computed during backpropagation to update the mo-
del’s weights. Some common optimization algorithms include :

◦ Stochastic Gradient Descent (SGD) : Updates weights using a random subset of the data (mini-
batch) at each iteration, which makes it computationally efficient and helps escape local mi-
nima.

◦ Momentum : Enhances SGD by adding a fraction of the previous update to the current update,
which helps in navigating ravines and speeds up convergence.

◦ RMSprop (Root Mean Square Propagation) : Adapts the learning rate for each parameter by
dividing the learning rate by an exponentially decaying average of squared gradients, which
helps in dealing with the vanishing gradient problem.

◦ Adam (Adaptive Moment Estimation) : Combines the advantages of both Momentum and RM-
SProp by maintaining an adaptive learning rate for each parameter, making it well-suited for
problems with sparse gradients and non-stationary objectives.
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2.3 Overlearning

Overlearning, commonly known as overfitting, occurs when a model becomes too closely aligned
with the training data, capturing noise and outliers rather than general patterns. This results in an ex-
cellent performance on the training set but poor generalization to new, unseen data. Understanding
and mitigating overfitting is crucial for building robust deep learning models.

2.3.1 Symptoms of Overfitting

The primary symptoms of overfitting include :

◦ High Training Accuracy, Low Validation/Test Accuracy : The model shows very high accuracy
on the training data but significantly lower accuracy on the validation or test data.

◦ Large Generalization Gap : A considerable difference between training and validation/test per-
formance indicates that the model is not generalizing well.

2.3.2 Causes of Overfitting

Overfitting can be caused by several factors :

◦ Model Complexity : Models with too many layers or parameters can learn intricate details and
noise from the training data.

◦ Insufficient Training Data : A small training dataset may lead the model to memorize the data
instead of learning generalizable patterns.

◦ Too Many Training Epochs : Prolonged training can cause the model to adapt too closely to the
training data, losing its ability to generalize.

2.3.3 Techniques to Prevent Overfitting

Various techniques can help prevent overfitting and enhance the model’s generalization capabilities :

◦ Regularization : Adds a penalty for large weights, encouraging the model to maintain smaller,
more generalized weights.

∗ L1 Regularization (Lasso) : Adds the absolute value of the magnitude of the weights as a
penalty term to the loss function.

∗ L2 Regularization (Ridge) : Adds the squared magnitude of the weights as a penalty term
to the loss function.

◦ Dropout : Randomly drops a fraction of neurons during each training iteration, preventing the
model from relying too heavily on specific neurons and encouraging redundancy.

◦ Early Stopping : Monitors the model’s performance on a validation set and stops training when
performance begins to degrade, preventing the model from overfitting to the training data.

◦ Data Augmentation : Increases the diversity of the training dataset by applying random trans-
formations (rotation, scaling, flipping) to the input data. This helps the model learn more robust
features and improves generalization.
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2.4 Artificial Neural Networks (ANNs)

An Artificial Neural Network (ANN) is a computational model inspired by the human brain’s neu-
ral networks and is the foundation of deep learning. It consists of interconnected nodes, or neu-
rons, organized in layers : input, hidden, and output. Each neuron processes inputs through weigh-
ted connections, applies an activation function, and passes the output to the next layer. A common
type of ANN is the Multilayer Perceptron (MLP), which uses multiple hidden layers. By adjusting
the weights through learning algorithms like backpropagation, ANNs can recognize patterns and
make predictions based on data. Over time, various architectures like Convolutional Neural Networks
(CNNs) and Recurrent Neural Networks (RNNs) have been developed to address specific tasks, en-
hancing the capabilities of ANNs in areas such as image reconstruction [25] and natural language
processing [26].

2.5 Convolutional Neural Networks (CNNs)

The Convolutional Neural Network (CNN) stands out as one of the most utilized techniques in Deep
Learning [27], it belongs to a category of ANNs extensively applied across various domains such as
radiology [28], image reconstruction [25], and classification [29]. Typically, CNNs excel in processing
data structured in a grid pattern, such as images, owing to their ability to autonomously and flexibly
determine spatial hierarchies of features. As depicted in figure 2.1, CNNs consist of three main buil-
ding blocks [30] namely convolution, pooling, and fully connected layers, each of these blocks will be
elaborated on in the subsequent subsections.

FIGURE 2.1 : CNN architecture [1]

2.5.1 Convolution Layer

The convolution layer based on weight sharing [31] serves as a cornerstone within the CNN archi-
tecture that performs feature extraction. This process typically encompasses a blend of linear and
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nonlinear operations, namely the convolution operation and activation function. Convolution repre-
sents a specialized linear operation for feature extraction, it employs a small array of numbers known
as a kernel or feature extractor, which is applied across the input, termed a tensor. The convolution
operation computes an element-wise product between each element of the kernel and the input ten-
sor at each location of the tensor and sum these products, this sum gives the output value in the
related position of the output tensor, referred to as a feature map [31].

This operation is iterated using numerous kernels to generate an array of feature maps, each repre-
senting distinct characteristics of the input tensors. Additionally, key hyperparameters defining the
convolution operation include the size and number of kernels. Also, zero padding technique is ap-
plied to fit the center of a kernel on the outermost element and keep the same in-plane dimension
through the convolution operation. Summarily, during the training process in the convolutional layer,
kernels are the sole parameters that are automatically learned. But, hyperparameters such as kernel
size, number, padding, and stride that represents the distance between two successive kernel posi-
tions, must be predetermined before the commencement of training.

The results of the linear operation are subsequently fed through a nonlinear activation function, the
prevailing choice for nonlinear activation function nowadays is the rectified linear unit (ReLU).

2.5.2 Pooling Layer

It performs a standard downsampling operation, aiming to decrease the in-plane dimensionality of
the feature maps, this reduction introduces a degree of translation invariance to minor shifts and dis-
tortions while also reducing the number of learnable parameters. Notably, hyperparameters inclu-
ding filter size, stride, and padding are considered in pooling operations, much like in convolution
operations [31]. One of the most favored forms of pooling operation is Max pooling[30] that extracts
patches from the input feature maps, retaining only the maximum value within each patch and dis-
carding the rest. Remarkably, the depth dimension of feature maps remains unaltered through this
process.
Another noteworthy pooling operation is global average pooling. This method executes an extreme
downsampling by transforming a feature map with dimensions height × width into a 1 × 1 array. It
achieves this by computing the average of all elements within each feature map, while preserving the
depth dimension.

2.5.3 Fully Connected Layer

Feature maps from the preceding convolutional or pooling layer are typically flattened into a one-
dimensional array or vector.This vector is then fed into one or more fully connected layers, also
known as dense layers [32]. In these layers, every input is linked to every output through learnable
weights, also, each fully connected layer is accompanied by a non-linear activation function, such as
ReLU. The activation function employed in the last fully connected layer typically differs from those
used in preceding layers, its selection depends on the specific task at hand. Various activation func-
tions are used including softmax, sigmoid, and tanh [33].

2.6 Recurrent Neural Network (RNN)

RNN is an artificial neural network designed for handling sequential or time series data. It is a deep
learning structure that uses past information to improve the performance of the network on current
and future inputs.
These sophisticated algorithms excel in tasks involving order or time, like language translation, na-
tural language processing, and speech recognition. They power popular applications like Siri, voice
search, and Google Translate. Just like forward-propagating CNNs, recurrent neural networks learn
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from training data to enhance their performance. What sets them apart is their "memory" capabi-
lity, as they leverage information from past inputs to influence both current input and output. The
looping structure allows the network to store past information in the hidden state and operate on
sequences.

2.6.1 RNN Structure

The RNN operates by taking an input vector X, scanning the data sequentially from left to right, and
generating an output vector y. Throughout this process, at each time step, the hidden state is updated
and an output is produced. What distinguishes RNNs is their parameter sharing across all time steps.
This means that a consistent set of parameters (represented by U, V, W) is utilized throughout the
network. Specifically, U governs the connection from the input layer X to the hidden layer h, W repre-
sents the connections between hidden layers, and V corresponds to the connection from the hidden
layer h to the output layer y. This parameter sharing enables RNNs to effectively capture temporal
dependencies and process sequential data more efficiently by retaining information from previous
inputs in the current hidden state [34].

FIGURE 2.2 : Unfolded RNN cell

At each time step t , the hidden state at is computed based on the current input xt :

at = f (U ·X t +W ·at−1 +b)

Where,

◦ at represents the output generated from the hidden layer at time step t .

◦ xt is the input at time step t .

◦ U is the weight matrix governing the connections from the input to the hidden layer.

◦ W is the weight matrix governing the connections from the hidden layer to itself (recurrent
connections).

◦ at−1 is the output from the hidden layer at time t −1.

◦ b is the bias vector for the hidden layer.

◦ f is the activation function.

The output at each time step t , denoted as yt , is computed based on the hidden state output at using the
following formula :

yt = f (V ·at + c)

where,

◦ V is the weight matrix governing the connections from the hidden layer to the output layer.

◦ c is the bias vector for the output layer.
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2.6.2 RNN Limitation

During backpropagation, gradients may diminish significantly, causing the vanishing gradient problem, or
amplify excessively, leading to the exploding gradient problem as they propagate backward through time.
In the vanishing gradient scenario, the gradient becomes too tiny, making it hard for the network to capture
long-term relationships effectively. This might prolong the training process significantly. Conversely, the
exploding gradient problem involves large gradients, which can cause numerical instability during training.
This instability can lead to a loss of information over long sequences, impacting the model’s ability to learn
and make accurate predictions.

2.6.3 Long Short Term Memory (LSTM)

This is a popular RNN architecture, which was designed and introduced by Sepp Hochreiter and Juergen
Schmidhuber as a solution to the vanishing gradient problem [35]. LSTM is well-suited for sequence pre-
diction tasks and excels in capturing long-term dependencies. Its key strength, lies in its capability to un-
derstand the crucial order dependence required for solving complex problems like machine translation and
speech recognition.
In contrast to traditional RNNs, which struggle with learning long-term dependencies due to a single hid-
den state passed through time, LSTMs resolve this issue by incorporating a memory cell. This memory cell
acts as a container capable of holding information over extended periods. As a result, LSTM networks excel
in understanding, long-term dependencies within sequential data.

Architecture and Working of LSTM :

The LSTM architecture comprises memory blocks within the recurrent hidden layer. These memory blocks
house memory cells which allows the network to store and access information over an extended period of
time. Additionally, These units have special parts called gates that help control and regulate information
flow [36].

FIGURE 2.3 : Diagram of a memory cell of an LSTM [2]

The memory cell of an LSTM is composed of several gates : an input gate, an output gate and a forget gate.
These gates manage how information flows within the memory cell, helping decide what to remember and
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what to forget. This feature enables LSTMs to retain crucial details over lengthy sequences while disregar-
ding less important ones. While in regular RNNs, ht denotes the hidden state, in LSTM networks, we intro-
duce a second state, ct . Here, ht signifies the neuron’s short-term memory, while ct represents its long-term
memory [37].

◦ Input gate : In an LSTM, the input gate decides which new information to store in the memory
cell. It uses the current input xt and the previous state ht−1 to create an activation vector it that
indicates the importance of the new information.

◦ Forget gate : The forget gate removes unnecessary information from the memory cell. It uses
the current input xt and the previous state ht−1 to produce an activation vector ft , which de-
termines what should be forgotten.

◦ Output gate : The output gate controls the LSTM’s output at a given time. It uses the current
input xt and the current state of the memory cell ct to generate an activation vector ot , repre-
senting the LSTM’s output.

2.7 Evaluation Metrics

The performance of the models was evaluated using several metrics, including confusion mtrix, accuracy,
precision, recall and F1 score. These metrics provide a comprehensive understanding of the DL models
effectiveness.

2.7.1 Confusion Matrix

A confusion matrix is a table that describes the performance of a classification model by showing the actual
versus predicted classifications. It includes :

◦ True Positives (TP) : Correctly predicted positive instances.

◦ True Negatives (TN) : Correctly predicted negative instances.

◦ False Positives (FP) : Incorrectly predicted positive instances.

◦ False Negatives (FN) : Incorrectly predicted negative instances.

The confusion matrix helps in understanding the types of errors the model is making and is crucial for
calculating other metrics.

2.7.2 Accuracy

Accuracy measures the proportion of correctly classified instances out of the total instances. It is calculated
as :

Accuracy = True Positives+True Negatives

Total Instances

It gives an overall effectiveness of the model but can be misleading in cases of imbalanced datasets.

2.7.3 Precision

Precision is the ratio of correctly predicted positive observations to the total predicted positives. It is calcu-
lated as :

Precision = True Positives

True Positives+False Positives

High precision indicates a low false positive rate.
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2.7.4 Recall

Recall, also known as sensitivity or true positive rate, is the ratio of correctly predicted positive observations
to all the observations in the actual class. It is calculated as :

Recall = True Positives

True Positives+False Negatives

High recall indicates a low false negative rate.

2.7.5 F1 Score

The F1 score is the harmonic mean of precision and recall, providing a single metric that balances both
concerns. It is calculated as :

F1 Score = 2× Precision×Recall

Precision+Recall

It is useful when you need a balance between precision and recall.

2.8 Conclusion

In conclusion, CNNs excel in capturing spatial features from network data, RNNs with LSTM are adept at
handling temporal dependencies. These architectural strengths make them well-suited for building an In-
trusion Detection System (IDS) against application layer DDoS attacks. Integrating CNNs and RNNs/LSTMs
into IDS frameworks promises robust defense mechanisms against evolving attack methods. Despite chal-
lenges in interpretability and scalability, ongoing research aims to refine these technologies for more effec-
tive cybersecurity solutions in the future.
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Chapter 3

Methodology

3.1 Introduction

This chapter delineates the comprehensive methodology adopted for developing and evaluating an IDS ai-
med at detecting DDoS attacks in SDN environments using DL techniques. It begins with an overview of
the project, detailing the primary objectives and the scope of the IDS system. Following this, we describe
the dataset utilized for training and testing the DL models, highlighting its source, characteristics, and pre-
processing steps. The rationale behind selecting specific DL models is provided, considering factors such as
model complexity, training efficiency, and performance metrics.

Subsequently, we outline the process of training and evaluating these selected models, including the tuning
of hyperparameters to optimize their performance. A detailed breakdown of the open-source software tools
used for the development and testing of our project is provided in Appendix 4.7. The results from various
models evaluations are discussed, comparing their effectiveness in detecting DDoS attacks. Furthermore,
the chapter explains the development of a real-time DDoS detection and mitigation framework, integrating
the trained models into a practical SDN environment.

Finally, the implementation details of the IDS system are presented, covering the technical aspects and
challenges encountered during the deployment phase.

3.2 Project Overview : IDS for DDoS Attacks in SDN using Deep
Learning

The primary goal of our IDS project is to enhance the security of SDN environments by developing an ad-
vanced approach capable of detecting DDoS attacks as shown in figure 3.1. Our system focuses on identi-
fying threats targeting the SDN controller or any host within the network and mitigating the impact of these
attacks by blocking the attacker’s IP address, addressing the single point of failure inherent in SDN architec-
tures.

We began by researching and identifying the most suitable dataset for training and evaluating our DL mo-
dels, focusing on datasets containing a variety of network traffic data, including both benign and DDoS
attacks patterns. Once the dataset was selected, we generated additional data to enhance and update the
existing dataset, augmenting the network traffic samples to create a more robust training resource. We then
cleaned and preprocessed the combined dataset to ensure that it was correctly formatted. Afterward, we
investigated the DL algorithms that have demonstrated the highest efficacy in detecting DDoS attacks, such
as CNN and LSTM. Using our preprocessed and augmented dataset, we trained various DL models, splitting
the data into training and testing sets to evaluate their performance.

To assess our DL-based models, we used metrics such as accuracy, precision, recall, and F1-score, providing
insights into the effectiveness of the models in correctly identifying DDoS attacks and minimizing false po-
sitives. We conducted hyperparameters tuning by adjusting parameters like the optimizer and the number
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FIGURE 3.1 : Proposed IDS Development Pipeline
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of epochs to enhance the models accuracy and robustness.
After training and fine-tuning our models, we integrated them into a real-time environment to test their
functionality. Using simulation tools and real network traffic, we validated the IDS’s capability to detect and
mitigate DDoS attacks in a live SDN setup.

3.3 Dataset

3.3.1 Overview

Datasets are crucial in training DL models since they provide the examples from which these models learn
patterns to make predictions on unseen data. Additionally, the quality, size, and relevance of a dataset si-
gnificantly impact a model’s performance and accuracy. Hence, choosing an appropriate dataset with the
most significant features is essential for models training and testing considering that this choice ensures
that the models learn meaningful and relevant patterns, avoid overfitting or underfitting, and perform well
in real-world scenarios.
Various datasets containing DDoS attacks traffic exist, including packet-based, flow-based datasets, and
those representing slow-rate and high-rate DDoS attacks. In the next subsection, we will select a suitable
dataset to train and evaluate our selected DL models.

3.3.2 Chosen Dataset

To train and evaluate our DL models, we have selected one public labeled dataset named CICIDS2017 [38],
from the Canadian Institute for Cybersecurity (CIC). This dataset is flow based and matches the SDN traf-
fic representation which makes it qualified to train and test a DL based IDS in SDN. The chosen dataset
encompasses both benign traffic and the latest common attacks, it was generated by simulating the beha-
viour of 25 users, accurately resembling real-world data in Packets Captures (PCAPs) format. Furthermore,
it contains the results of network traffic analysis conducted with CICFlowMeter, featuring labeled flows ba-
sed on timestamps, source and destination IPs, source and destination ports, protocols, and attack types in
CSV format.

The CICIDS2017 dataset includes five days of network traffic data simulated in a controlled testbed en-
vironment, featuring a mix of up-to-date common attacks and benign traffic. Monday data contains only
benign traffic, while the attacks including Brute Force FTP, Brute Force SSH, DoS, Heartbleed, Web Attack,
Infiltration, Botnet, and DDoS, were executed both in the morning and afternoon on Tuesday, Wednesday,
Thursday, and Friday.
For our work, we selected the Wednesday dataset, which contains application layer DoS attacks that can
be considered as DDoS attacks based on the attack scenario, generated using various tools, namely DoS
Slowloris, DoS Slowhttptest, DoS Hulk, and DoS GoldenEye. Specifically, the Slowhttptest tool includes four
types of attacks : slow read, slow range, slow body, and slow headers. While the Hulk tool generates DoS
attacks by flooding the server with a high volume of HTTP requests in a very short time, effectively overw-
helming the server resources. We eliminated the Heartbleed attack from the Wednesday dataset as it does
not represent a DoS attack. Additionally, we excluded the GoldenEye attack because the tool is considered
risky and cannot be safely tested in our environment.

In table 3.1, a detailed illustration of the label counts for our dataset is provided.

3.3.3 Dataset Limitations

During our examination of the benchmark dataset and after attempting to train our IDS models, we en-
countered difficulties in detecting DDoS attacks in real-time scenarios. This prompted us to conduct deeper
research into the issue. We found several common limitations in the selected dataset, such as high redun-
dancy, outdated data, imbalanced class distribution, and lack of real-time data [39].
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TABLE 3.1 : Label Counts for CICIDS2017 Dataset

Dataset Label Count

CICIDS2017

BENIGN 440031

DoS Hulk 231073

DoS slowloris 5796

DoS Slowhttptest 5499

To address these shortcomings, we decided to generate and add novel data to the CICIDS2017 dataset. This
new data is based on a real-world network scenario and recent attack patterns, aiming to provide a more
comprehensive and up-to-date resource. Additionally, we generated benign traffic to provide a balanced
dataset that accurately represents normal network behavior. This enhancement intends to improve our IDS
ability to detect DDoS attacks in real-time.

3.3.4 Enhancing the Dataset

In our efforts to address the limitations of the CICIDS2017 dataset, we adopted a proactive approach. Ack-
nowledging the dynamic nature of DDoS attacks, we employed previously utilized attack tools, namely
slowhttptest and Hulk, to generate a diverse array of DDoS attacks within our SDN custom topology si-
mulation. Each type of attack present in the dataset was meticulously reproduced, ensuring comprehensive
coverage of the known threats. Additionally, we generated benign traffic using hping3 for SYN and UDP,
creating realistic normal traffic patterns. These newly generated instances were then seamlessly integrated,
preserving the original labeling scheme of the CICIDS2017 dataset as explained in figure 3.2.

FIGURE 3.2 : Enhancing and Integrating Generated Data Patterns for Improved Dataset

This concatenation not only overcomes the dataset constraints but also ensures a robust representation of
contemporary DDoS threats by enriching the dataset with a spectrum of attack types from potent and pre-
valent tools. This proposed solution was implemented through the following steps.
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Topology Generation in Mininet :

We created a simple topology using Mininet, featuring one Open Virtual Switch (OVS) and two hosts to simu-
late both DDoS attacks and legitimate traffic. The specific command to create this topology and configure
it to wait for a remote controller is :

1 sudo mn --topo single ,2 --controller = remote

As a result of executing this command, we obtained the following output illustrated in figure 3.3 indicating
the creation of the network topology.

FIGURE 3.3 : DDoS Attack Topology

Next, we started the Ryu controller with the command :

1 ryu - manager ryu.app. simple_switch_13 .py

The simple_switch_13.py application acts as a fundamental example of the southbound API functionality in
Ryu. It utilizes OpenFlow 1.3 to establish communication between the controller and the network devices
(switches). The execution of the Ryu controller with the simple_switch_13.py application initializes a ba-
sic learning switch using OpenFlow 1.3, allowing the controller to manage network switches and control
packet forwarding dynamically. The simple_switch_13.py application handles packet-in messages, learns
source MAC addresses, and forwards packets accordingly. The output in figure 3.4 confirms the success-
ful initialization of the Ryu controller, ready to manage the network environment.

FIGURE 3.4 : Ryu Starting

Following this setup, we tested the connectivity within our network by using the pingall command in Mini-
net as showed in figure 3.5 to ensure that all the nodes could communicate effectively.
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FIGURE 3.5 : Ping Test Results

Attacks generation :

After installing the DoS/DDoS attacks tools, namely slowhttptest and Hulk, we initiated attacks on the ge-
nerated topology. slowhttptest executes slow HTTP attacks by keeping multiple connections open with in-
complete requests. While Hulk conducts high-speed HTTP attacks, flooding the server with requests. In our
setup, the first host serves as the victim server, while the second host acts as the attacker.
First, we verified the IP addresses of the hosts and the switch interfaces they are connected to by using
specific commands. To obtain the IP addresses of the hosts, we used :

1 h1 ifconfig
2 h2 ifconfig

To determine the interfaces that are connected to the hosts on the switch, we employed :

1 sudo ovs -vsctl show

These commands provided the necessary information to initiate the attacks and monitor the setup accura-
tely.

Second, we started a server on the first host (h1) in Mininet using the following command :

1 sudo python3 -m SimpleHTTPServer 80 &

Next, we started to launch the DoS attacks from the second host (h2) using various commands for each of
the DoS attack tools mentioned above, these commands are listed in Appendix 2.1.

Each attack was simulated separately and saved in a separate CSV file with the same label as the original
dataset. Specifically, at the same time as the attack was launched, we executed a python script that employs
CICFlowMeter tool to sniff network traffic from the switch’s interface connected to the victim host, this tool
allows real-time packet sniffing on the targeted interface and converts the Packet Captures (PCAPs) into
a flow-based CSV file containing more than 80 features, in the same way as the CICIDS2017 dataset was
created. This approach enabled us to obtain new datasets containing the different types of attacks with the
same features as the original dataset, facilitating concatenation.

Legtimate Traffic Generation :

We needed to improve our training outcomes for our DL models, which required expanding our base dataset
with additional benign traffic. This enhancement allows our models to learn and train on a larger dataset,
ultimately improving their detection capabilities and overall performance. So as we added attack flows, we
also incorporated benign packets using hping3 tool. Details are provided in Appendix 2.2.

Datasets Concatenation :

After obtaining the new datasets representing different DoS/DDoS attacks and benign traffic, we concate-
nated them with the original one. The resulting dataset reflects an updated distribution of labels, which is
depicted in table 3.2.

This updated dataset now includes both recent attacks patterns and legitimate traffic maintaining the same
features set as the original, ensuring consistency and compatibility.
By integrating these new data patterns, we have enhanced our dataset to reflect the current threat landscape
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TABLE 3.2 : Updated Label Counts

Dataset Label Count

CICIDS2017

BENIGN 587597

DoS Hulk 263172

DoS slowloris 35592

DoS Slowhttptest 97322

more accurately. Hence, it will be very useful to train our models, providing them with comprehensive and
up-to-date information to improve their ability to detect and mitigate a wide range of DoS and DDoS attacks
effectively.

3.3.5 Dataset Preprocessing

The CICIDS2017 dataset indeed required thorough preprocessing to make it suitable for model training. In
addition to null and negative values, we encountered several other challenges. These included duplicate
values, columns with identical values, infinite values, and pairs of columns with identical values, among
others. Addressing these issues was crucial to ensure the integrity and effectiveness of the training of our DL
models.

Dataset Cleaning :

The data cleaning process was essential to ensure the reliability and accuracy of the dataset used for training
our DL models for DDoS attacks detection and mitigation. It consists of standardizing data and removing
outliers. The detailed steps are cited in Appendix 3.1.

After dataset cleaning, the labels distribution became imbalanced, as shown in table 3.3. Addressing this
issue is the next step in ensuring the dataset’s integrity.

TABLE 3.3 : Label Counts After Dataset Cleaning

Dataset Label Count

CICIDS2017

BENIGN 218437

DoS Hulk 105798

DoS slowloris 22328

DoS Slowhttptest 65275

To address the imbalanced data issue post-cleaning, we applied the SMOTE technique to oversample the
BENIGN, Slowhttptest, and Slowloris class labels. As a result, we achieved a balanced dataset, conducive to
more reliable analysis and models training, the outcome of this operation is represented in table 3.4.

Handling Attack Labels :

To streamline the classification process into a binary classification problem, we aggregated multiple types
of DoS/DDoS attacks into a unified ’ATTACK’ category. This approach simplifies the classification task while
maintaining the integrity of the dataset for meaningful analysis.

1 # Consolidate DDoS attack types into 'ATTACK ' category
2 df[" label"]. replace (["DoS Hulk", "DoS Slowhttptest ", "DoS

,→ slowloris ", " ATTACK ", inplace =True)
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TABLE 3.4 : Label Counts After Applying SMOTE.

Dataset Label Count

CICIDS2017

BENIGN 327000

DoS Hulk 105798

DoS Slowloris 110842

DoS Slowhttptest 110842

Both BENIGN and ATTACK classes are balanced as illustrated in table 3.5 due to data generation and ap-
plying SMOTE technique to augment the minority classes instances. This balanced distribution mitigates
the issue of class imbalance, enabling our models to learn from a more representative dataset and improving
their ability to accurately classify instances from both classes.

TABLE 3.5 : Final labels count.

Dataset Label Count

CICIDS2017
BENIGN 327000

ATTACK 327482

Data Shuffle :

Shuffling the dataset randomly mixes up the order of its rows. This helps to remove any patterns or biases
in the data that could affect our analysis. After shuffling, resetting the row indexes ensures that they go back
to being in order.

1 # shuffle the Dataframe
2 df = df. sample (frac =1, random_state =42). reset_index (drop=True

,→ )

Feature Selection :

In our final dataset, we managed to gather a diverse set of features for training our models. However, to
achieve optimal results and enhance the learning process, it’s essential to identify the most significant fea-
tures that can effectively distinguish between legitimate traffic and attack instances. To accomplish this, we
require reliable methods to rank these features based on their importance, prioritizing those that contribute
the most to the models ability to differentiate between normal and malicious traffic. In our feature selection
approach, we employed both the Chi-square Test and the Information Gain Ratio (IGR) methods [?, 11] to
identify the most relevant features for models training and evaluation.

1. Chi-square Test :
It is a statistical method that assesses the dependency between categorical variables, which makes
it suitable for feature selection in classification tasks. We set the parameter k to 35, indicating our
objective of selecting the top 35 features. The SelectKBest function from the scikit-learn library was
employed to perform the feature selection based on their chi-square scores.

1 Selected Features by Chi - square Test: [feature1 , feature2
,→ , ..., feature35 ]

2 Chi - square Test Scores for each feature : [score1 , score2 ,
,→ ..., scoreN ]
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2. Information Gain Ratio (IGR) :
In addition to the Chi-square test technique, we employed the Information Gain Ratio (IGR) method
that evaluates the usefulness of a feature by considering both its information gain and intrinsic value.
We first discretized the continuous features using the KBinsDiscretizer from scikit-learn to facilitate
the calculation of IGR. Subsequently, we computed the IGR scores for all the features, providing in-
sights into their predictive power and relevance to the target variable. We selected the top-ranked 35
features identified through the IGR method.

1 Selected Features by IGR: [feature1 , feature2 , ...,
,→ feature35 ]

2 IGR Scores for each feature : [score1 , score2 , ..., scoreN
,→ ]

Finally, we combined the selected features from both the Chi-square test and IGR methods to create the
final features set for training our models. This comprehensive approach ensured the inclusion of the most
informative features, enhancing the models predictive performance.

1 selected_features = [item for item in selected_features_IGR if
,→ item in selected_features_chi2 ]

Final Set of features :

Specifically, the selected features for the analysis were determined by the intersection of the features chosen
by both Chi-Square test and the Information Gain Ratio (IGR) methods. These techniques identified a set of
key features that are illustrated in table 3.6. This comprehensive features set captures various aspects of the
data, ensuring robust input for subsequent analysis and models development.
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TABLE 3.6 : Selected Features and Their Meanings

Feature Meaning

bwd_pkt_len_max Maximum packet length in the backward direction.

fwd_pkts_s Number of forward packets per second.

flow_pkts_s Number of packets per second for the entire flow.

flow_iat_min Minimum inter-arrival time between packets in the flow.

flow_iat_mean Mean inter-arrival time between packets in the flow.

pkt_len_var Variance of packet lengths.

bwd_iat_max Maximum inter-arrival time between packets in the backward
direction.

idle_max Maximum idle time between packets.

idle_std Standard deviation of idle times between packets.

flow_iat_max Maximum inter-arrival time between packets in the flow.

fwd_iat_max Maximum inter-arrival time between packets in the forward di-
rection.

bwd_iat_std Standard deviation of inter-arrival times between packets in the
backward direction.

idle_mean Mean idle time between packets.

fwd_iat_std Standard deviation of inter-arrival times between packets in the
forward direction.

fwd_blk_rate_avg Average rate of blocked forward packets.

idle_min Minimum idle time between packets.

fwd_iat_tot Total inter-arrival time for packets in the forward direction.

bwd_iat_tot Total inter-arrival time for packets in the backward direction.

init_bwd_win_byts Initial window size of backward traffic in bytes.

3.4 Design of Deep Learning Models

3.4.1 Overview

The selection of DL algorithms is crucial to build our IDS to detect DDoS attacks. These attacks generate
complex patterns in network traffic that can overwhelm traditional detection methods [40]. DL excels in
automatically learning and identifying these intricate patterns, making it well-suited for DDoS detection.
Furthermore, DoS and DDoS attacks tactics are constantly evolving and changing; DL models can be trained
on diverse datasets, allowing them to learn from new attack patterns and adapt their detection capabilities
accordingly.

3.4.2 Chosen Models

Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs) ; can identify subtle ano-
malies and complex relationships within network traffic that traditional methods might miss. By training
on a comprehensive dataset that includes diverse attack signatures, DL models enhance the accuracy and
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speed of DDoS detection, enabling real-time responses to mitigate threats.

Three different DL approaches exist for detecting DDoS attacks. The first is the single model approach,
which uses one DL algorithm to make predictions and has been widely applied in SDN environments. Fur-
thermore, to enhance their performance, ensemble and hybrid models are employed. Where the ensemble
learning approach combines several DL classifiers to improve overall accuracy, using methods like average
voting, majority voting, and optimally weighted majority voting [14]. These models are more robust to noise
and overfitting compared to single models. On the other hand, the hybrid model approach stacks two types
of deep neural networks within a single framework, leveraging their combined strengths to solve complex
problems.

Through our research, we have concluded from previous work [14, 41, 42, 13] that 1D-CNN is known by its
ability of detecting relationship between neighboring features, enabling the extraction of more deeper fea-
tures. Before designing our model, we started by the visualization of correlation matrix between the selected
features (Fig 3.6), which highlights relationships between the features of our dataset. We can observe that
some features are strongly correlated, as indicated by warmer colors. The 1D-CNN can utilize these cor-
relations to better understand the underlying patterns in the data, enhancing its ability to detect complex
dependencies and interactions between features. This capability allows the 1D-CNN to excel in tasks such
as DDoS attacks detection, where identifying nuanced patterns in correlated features is crucial for accurate
and effective threat identification.

FIGURE 3.6 : Correlation Matrix of The Considered Features

Furthermore, LSTM captures temporal dependencies and long-range relationships within sequential data.
Unlike traditional neural networks, LSTMs are designed to remember information for extended periods,
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making them highly effective in tasks involving time-series data or any data where the order of inputs mat-
ters. This is particularly relevant for feature-based datasets like CICIDS2017, which contains flows captured
in time series. In the context of DDoS attacks detection, LSTMs can analyze these sequences of network
traffic data, identifying patterns and anomalies over time. This temporal awareness allows LSTMs to detect
subtle and evolving attacks strategies, complementing the spatial dependency detection capabilities of 1D-
CNNs. Together, these models provide a comprehensive approach to identify and mitigate threats in SDN
based networks, leveraging both spatial and temporal patterns within the data.

We incorporated 1D-CNN and LSTM into our project, leveraging their strengths with three approaches :
using them as separate single models, combining them into a hybrid model, and integrating these models
(single 1D-CNN, LSTM, and hybrid 1D-CNN-LSTM) using the ensemble technique. These approaches will
be presented in the following sections.

3.5 Model Architectures

3.5.1 1D-CNN Model

The 1D-CNN model architecture illustrated in 3.7 is designed for an IDS to detect DDoS attacks by identi-
fying complex patterns in network traffic. It includes convolutional layers for feature extraction and pooling
layers for dimensionality reduction. Each component is fine-tuned to ensure the model’s robustness and
accuracy in real-world scenarios. Detailed layer information is provided in table 3.7. After extensive hy-
perparameter tuning, we arrived at this optimal architecture that employ regularization methods namely
BatchNormalization, Dropout, and L2 to avoid overfitting.

TABLE 3.7 : Details of the 1D-CNN Model Architecture.

Layer Type Details

Conv1D 64 filters, kernel size 3, ReLU activation

BatchNormalization Normalizes the output

MaxPooling1D Pool size 2

Dropout Rate 0.3

Conv1D 128 filters, kernel size 3, ReLU activation

BatchNormalization Normalizes the output

MaxPooling1D Pool size 2

Dropout Rate 0.3

Flatten Converts 2D output to 1D feature vector

Dense 128 units, ReLU activation, L2 regularization (0.001)

Dropout Rate 0.5

Dense 64 units, ReLU activation, L2 regularization (0.001)

Dropout Rate 0.5

Dense 1 unit, sigmoid activation
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FIGURE 3.7 : CNN Model Architecture

3.5.2 LSTM Model

Our LSTM model for IDS is specifically designed to leverage the sequential nature of network traffic data to
enhance detection performance. By capturing temporal dependencies in network traffic, the model effecti-
vely identifies patterns indicative of malicious activity. This capability allows the IDS to distinguish between
normal and abnormal traffic more accurately. The model architecture (Fig 3.8) includes multiple LSTM
layers that process the data sequentially, normalization layers to ensure stable training, dropout layers to
prevent overfitting, and dense layers for final classification. These components work together to provide a
robust solution for detecting different network attacks. After extensive hyperparameter tuning, the specifics
of the best architecture are detailed in table 3.8.

TABLE 3.8 : Details of the LSTM Model Architecture.

Layer Type Details

LSTM 64 units, ReLU activation, return sequences

BatchNormalization Normalizes the output

Dropout Rate 0.4

LSTM 32 units, ReLU activation

BatchNormalization Normalizes the output

Dropout Rate 0.4

Dense 64 units, ReLU activation, L2 regularization (0.001)

Dropout Rate 0.5

Dense 32 units, ReLU activation, L2 regularization (0.001)

Dropout Rate 0.5

Dense 1 unit, sigmoid activation
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FIGURE 3.8 : LSTM Model Architecture

3.5.3 CNN-LSTM Hybrid Model

The architecture of this model is designed to effectively detect DDoS attacks, it combines convolutional
layers for feature extraction and LSTM layers for sequence learning. Convolutional layers help in capturing
spatial features from the input data, while LSTM layers are adept at understanding temporal dependencies,
making the model robust in detecting sequential patterns in network traffic. To enhance training stability
and generalization, the model includes normalization layers to standardize the input, dropout layers to
prevent overfitting, and dense layers for final decision-making. The detailed layer information is outlined
in table 3.9.

TABLE 3.9 : Details of The Hybrid CNN-LSTM Model Architecture.

Layer Type Details

Conv1D 64 filters, kernel size 3, ReLU activation

BatchNormalization Normalizes the output

MaxPooling1D Pool size 2

Dropout Rate 0.3

Conv1D 128 filters, kernel size 3, ReLU activation

BatchNormalization Normalizes the output

MaxPooling1D Pool size 2

Dropout Rate 0.3

TimeDistributed Flattens the convolutional output

LSTM 64 units, ReLU activation

Dense 128 units, ReLU activation, L2 regularization (0.001)

Dropout Rate 0.5

Dense 64 units, ReLU activation, L2 regularization (0.001)

Dropout Rate 0.5

Dense 1 unit, sigmoid activation
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FIGURE 3.9 : CNN-LSTM Model Architecture

3.5.4 YOUD Model : An Ensemble Approach Combining CNN, LSTM, and Hy-
brid CNN-LSTM

In this section, we proposed a new ensemble learning approach for detecting and classifying network traffic
anomalies. It integrates CNN, LSTM, and hybrid CNN-LSTM models to leverage their strengths in feature
extraction and sequence modeling. Each model is independently trained, and their predictions are combi-
ned using a majority voting mechanism (Fig 3.10). The detailed layer information is presented in table 3.10.

TABLE 3.10 : Summary of The YOUD Model Architecture.

Component Details

LSTM Model Load from JSON, 64 units and 32 units LSTM layers, ReLU activation,

BatchNormalization, Dropout, Dense layers with L2 regularization

CNN Model Load from JSON, Conv1D layers with 64 and 128 filters, ReLU activation,

BatchNormalization, MaxPooling1D, Dropout, Flatten,

Dense layers with L2 regularization

Hybrid Model Load from JSON, Conv1D layers, BatchNormalization, MaxPooling1D,

TimeDistributed Flatten, LSTM layer, Dense layers with L2 regularization

Ensemble Process Preprocess and scale input features, reshape for each model,

predict with LSTM, CNN, and Hybrid models,

aggregate predictions using majority voting
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FIGURE 3.10 : Ensemble Model Architecture
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3.6 Enhancing YOUD Ensemble Model with Threads

To improve the efficiency and effectiveness of our YOUD ensemble model, we implemented multithreading.
This approach allows to monitor multiple network interfaces concurrently, ensuring real-time anomaly de-
tection and response to network traffic. By adding threads to our program, we can handle large volumes of
data from various interfaces simultaneously, enhancing the overall performance of the IDS.

Multithreading In IDS

Multithreading is a programming technique that enables multiple threads to run concurrently within a
single process. Each thread can execute independently, enabling parallel processing and more efficient uti-
lization of system resources. In the context of our IDS, multithreading offers several benefits :

- Concurrent Monitoring : Each network interface is monitored by a separate thread, allowing for si-
multaneous data collection and analysis.

- Improved Performance : By distributing the workload across multiple threads, the IDS can process
data more efficiently, reducing the detection latency.

- Scalability : Multithreading facilitates the addition of new network interfaces without significant
changes to the core program, making the IDS scalable to larger networks.

- Real-Time Detection : With multiple threads, the IDS can analyze traffic in real-time, quickly identi-
fying and mitigating potential threats.

3.7 Real-time DDoS Detection and Mitigation Framework

The implementation of a DL-based IDS in SDN (Fig 3.11) can be divided into three key steps : attack identifi-
cation, reporting, and mitigation [7]. During the attack identification step, the IDS module collects network
traffic in real-time using the CICFlowMeter tool, which converts network traffic from Packet Captures for-
mat to a set of flow-based features and saves the network data as a CSV file. This CSV file serves as an input
for the DL-based models to detect DDoS attacks in the SDN system. Next, in the reporting step, the IDS
module announces the presence of attack traffic, providing details about the interface from which the at-
tack patterns originate. Finally, in the mitigation step, based on the alert and report received from the IDS
module, a flow rule is sent to the Ryu controller. This rule is then applied to the OVS-based switches to block
the IP address from which the corrupted network traffic emerges.

3.8 Graphical User Interface

We developed a user-friendly Flask-based web interface for our IDS and IPS, integrating essential features
for streamlined network security management.

Python, HTML, CSS, and JavaScript were used to build the web application that manages tasks such as traffic
sniffing initiation, flow analysis, and real-time attack detection using our YOUD model. This setup aids
network administrators and cybersecurity professionals in monitoring and responding to network threats
efficiently.
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FIGURE 3.11 : Logical Diagram of IDS/IPS
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3.9 Flask Application and YOUD Model

The final YOUD model, that is an ensemble of CNN, LSTM, and hybrid CNN-LSTM models, was implemen-
ted with multithreading to monitor multiple network interfaces simultaneously. This approach ensures effi-
cient real-time detection and mitigation of DDoS attacks. The Flask application is designed to start monito-
ring network interfaces at the click of a button. The application uses multithreading to handle simultaneous
monitoring tasks for different network interfaces, ensuring that our YOUD model can analyze traffic in real-
time without performance bottlenecks.

The implementation of our system in the Flask application is based on several critical components that
work together to ensure efficient detection and mitigation of DDoS attacks :

1. Model Loading : We load the pre-trained YOUD model components (CNN, LSTM, and CNN-LSTM)
using TensorFlow. Each model is loaded using its respective JSON and weights files.

2. Multithreading : We use threading to monitor multiple network interfaces concurrently. Each thread
is responsible for capturing traffic, processing it through the YOUD model, and displaying the results.

3. Flow Rule Modification : When an attack is detected, the application sends a flow rule to the Ryu
controller to block traffic from the malicious IP address, thereby mitigating the attack.

4. User Interface : The Flask application provides a clean and intuitive interface for starting the snif-
fing process, viewing attack history, and resetting the messages. The detected results, including IP
addresses, attack counts, and benign traffic percentages, are displayed on the web page.

3.10 Conclusion

In our methodology, we began by carefully selecting and preparing our dataset for training our models, focu-
sing on data enhancement, cleaning, and preprocessing. We then strategically chose DL models : 1D-CNN,
LSTM, and a hybrid CNN-LSTM to develop our IDS. These models were optimized to detect application
layer DDoS attacks effectively.

Additionally, we introduced the YOUD ensemble model, which combines predictions from all three models
using a majority voting mechanism. To enhance scalability and real-time performance, multithreading was
integrated into the YOUD model within a Flask-based application framework.

The next chapter will detail our implementation process and present the results of our comprehensive tes-
ting and evaluation, providing insights into the performance and reliability of our IDS approach in practical
applications.
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Chapter 4

Implementation and Results

4.1 Introduction

This chapter presents the results of our study on application layer DDoS attacks detection and mitigation
using various DL models. We begin by highlighting the results of training and evaluation of 1D-CNN, LSTM,
and hybrid CNN-LSTM models. Then, we explore an ensemble method called YOUD that combines the
predictions of the 1D-CNN, LSTM, and CNN-LSTM models to enhance detection accuracy.

Additionally, we demonstrate the application of our models in real-time DDoS detection and mitigation,
analyzing the system’s response to live attacks. Lastly, we deploy our YOUD model through a multithreaded,
user-friendly Flask application and conduct thorough testing of the final implemented approach.

4.2 Implementation Details

In this section, we detail the implementation of our SDN setup using Mininet and the Ryu controller, focu-
sing on a custom topology created through Mininet’s API. We will integrate the IDS developed earlier that is
designed to detect application layer DDoS attacks within this network. Network traffic will be captured and
transformed using CICFlowMeter, and subsequently passed to our application for DDoS detection. Upon
detecting a DDoS attack, the application will mitigate it by installing appropriate flow rules to manage and
control the malicious traffic. All the tools used in this implementation are detailed in the "Material and
Software Tools" section in Appendix 4.7.

4.2.1 Network Topology

We created a custom topology using Mininet consisting of six hosts. Where three hosts are connected to one
Open Virtual Switch (OVS), and the remaining three are connected to another. Additionally, the two switches
are interconnected to ensure connectivity between all the hosts. In the first switch, we have designated one
host as attacker and another as the victim. While the second switch includes one additional attacker, as
depicted in figure 4.1.
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FIGURE 4.1 : SDN Framework

This topology was specifically designed to integrate and test our proposed approach for detecting and miti-
gating DDoS attacks. It was created using the predefined Python API provided by Mininet.

1 from mininet .topo import Topo
2 from mininet .node import OVSSwitch , RemoteController
3 from mininet .net import Mininet
4 from mininet .cli import CLI
5 from mininet .log import setLogLevel
6

7 class MyTopo (Topo):
8

9 def build(self):
10

11 # Add hosts and assign IP addresses
12 Host1 = self. addHost ('h1 ', ip='10.0.0.1/24 ')
13 Host2 = self. addHost ('h2 ', ip='10.0.0.2/24 ')
14 Host3 = self. addHost ('h3 ', ip='10.0.0.3/24 ')
15 Host4 = self. addHost ('h4 ', ip='10.0.0.4/24 ')
16 Host5 = self. addHost ('h5 ', ip='10.0.0.5/24 ')
17

18 # Add switches
19 leftSwitch = self. addSwitch ('s2 ', cls=OVSSwitch , protocols ='

,→ OpenFlow13 ')
20 rightSwitch = self. addSwitch ('s1 ', cls=OVSSwitch , protocols ='

,→ OpenFlow13 ')
21

22 # Add links
23 self. addLink (Host1 , rightSwitch )
24 self. addLink (Host2 , rightSwitch )
25 self. addLink ( rightSwitch , leftSwitch )

Implementation Details Page 62



Software Defined Networking Threats

26 self. addLink (Host3 , leftSwitch )
27 self. addLink (Host4 , leftSwitch )
28 self. addLink (Host5 , leftSwitch )
29

30 topos = { 'mytopo ': ( lambda : MyTopo ()) }
31

32 def startNetwork ():
33 topo = MyTopo ()
34 net = Mininet (topo=topo , switch =OVSSwitch , controller =None , autoSetMacs =

,→ True)
35 net. addController ('c0 ', controller = RemoteController , ip='127.0.0.1 ',

,→ port =6633)
36 net.start ()
37 CLI(net)
38 net.stop ()
39

40 if __name__ == '__main__ ':
41 setLogLevel ('info ')

Listing 4.1 : Custom Topology Python Script

Executing the custom topology described earlier in Mininet is straightforward, requiring just a single com-
mand. Specifically, by saving the python script defining the topology, we launched Mininet and instantiated
the custom network by the following command :

1 sudo mn --custom /home/ yacinebelouz / Desktop / mininet / custom / MyTopo .py
,→ --controller = remote --topo mytopo

4.2.2 Real-time DDoS Detection and Mitigation Setup

Implementing an IDS for real-time DDoS detection involves a multi-step process. This process includes
collecting data from network interfaces, extracting the necessary features from the collected data, and then
feeding the prepared data into our pre-trained DL detection models. While, the IPS system operates by sen-
ding a flow rule to the Ryu controller based on the IDS detection to block the IP address of the attacker in the
network. This flow rule is sent through the REST API of the Ryu controller and is applied to the underlying
infrastructure.

4.2.2.1 Flow Collector

The Flow Collector is responsible for gathering network traffic data in real-time. This component monitors
the network and collects raw data packets, which are then aggregated into flow records. Each flow record
typically contains information such as source and destination IP addresses, ports, protocol, and the number
of packets and bytes transferred. The key functions of the Flow Collector are :

- Packet Capture : We continuously capture packets from the network interfaces using CICFlowMeter.
This tool not only captures packets but also extracts flow features in real-time. Simultaneously, tools
like Wireshark and tcpdump were used to visualize packet data, ensuring that the flow data is being
correctly captured and aggregated.

- Data Storage as CSV File : We temporarily store flow records in a CSV file for further processing and
feature extraction. Storing flow data in a structured format like CSV facilitates manipulation and ana-
lysis through data processing libraries such as Pandas.
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1

2 subprocess .run (['cicflowmeter ', '-i', 's1 -eth1 ', '-c', 'flows.csv '],
,→ timeout = run_duration )

3

Listing 4.2 : Flow Data Collection Module

4.2.2.2 Feature Extractor

The Feature Extractor processes flow records to extract relevant features required for detecting DDoS at-
tacks. These features are statistical and temporal metrics that characterize network behavior. Feature ex-
traction transforms raw flow data into a format suitable for the detection algorithms.

- Feature Calculation : CICFlowMeter computes features such as packet count, byte count, flow dura-
tion, and protocol distribution from flow records.

- Normalization : We normalize features to ensure that they are on a comparable scale, which improves
the performance of the detection algorithms.

1 from sklearn . preprocessing import MinMaxScaler
2 scaler = MinMaxScaler ()
3 X_test = scaler . fit_transform ( X_test )
4 X_test_reshaped = X_test . reshape ( X_test .shape [0], X_test

,→ .shape [1], 1)
5

Listing 4.3 : Scaling extracted features

- Real-time Processing : We perform these calculations in real-time to provide timely input to the de-
tection module.

The features used for the LSTM, CNN, and CNN-LSTM models show a high degree of similarity, ensuring
each model captures essential aspects of network traffic, aiding in the accurate detection of DDoS attacks.
These features were extracted during data preprocessing for each model. After collecting flow data in real-
time with CICFlowMeter, these features are compared to the flow features extracted by CICFlowMeter. If
there is a resemblance, the analysis of the flow begins ; otherwise, an error is flagged.

Common features such as bwd_pkt_len_max, fwd_pkts_s, flow_pkts_s, flow_iat_min, and pkt_len_var provide cru-
cial information about packet lengths, inter-arrival times, and flow statistics. These features help the models
identify abnormal patterns in network traffic, which are indicative of DDoS attacks.

The inclusion of idle_max, idle_std, flow_iat_max, fwd_iat_max, and bwd_iat_std ensures that the models consi-
der variations in idle times and inter-arrival times, which can signal an ongoing attack. Additionally, features
like fwd_blk_rate_avg and init_bwd_win_byts (used exclusively in the LSTM model) contribute in capturing the
initial window size of backward traffic, further enhancing detection capabilities.
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TABLE 4.1 : Feature Comparison for LSTM, CNN, and CNN-LSTM Models

Feature LSTM CNN CNN-LSTM

bwd_pkt_len_max ✓ ✓ ✓

fwd_pkts_s ✓ ✓ ✓

flow_pkts_s ✓ ✓ ✓

flow_iat_min ✓ ✓ ✓

flow_iat_mean ✓ ✓ ✓

pkt_len_var ✓ ✓ ✓

bwd_iat_max ✓ ✓ ✓

idle_max ✓ ✓ ✓

idle_std ✓ ✓ ✓

flow_iat_max ✓ ✓ ✓

fwd_iat_max ✓ ✓ ✓

bwd_iat_std ✓ ✓ ✓

idle_mean ✓ ✓ ✓

fwd_iat_std ✓ ✓ ✓

fwd_blk_rate_avg ✓ ✓ ✓

idle_min ✓ ✓ ✓

fwd_iat_tot ✓ ✓ ✓

bwd_iat_tot ✓ ✓ ✓

init_bwd_win_byts ✓

4.2.2.3 DL-based Detector

The DL-based Detector is the core of our IDS, leveraging DL algorithms to identify potential DDoS attacks.
In our setup, we developed a different types of DL models trained on a comprehensive dataset of labeled
network traffic to distinguish between benign and malicious traffic. These models are designed to provide
robust detection capabilities.

- Models Training : The DL models are trained on historical network traffic data, which is meticulously
labeled as either ’ATTACK’ or ’BENIGN’. The training process incorporates techniques such as early
stopping and learning rate scheduling to prevent overfitting and optimize models performance. The
dataset used for training includes a diverse range of attack types and normal traffic patterns, ensuring
the models ability to generalize to real-world scenarios.

- Real-time Inference : For real-time DDoS detection, the trained models are loaded from a JSON
configuration and applied to data captured in real-time by CICFlowMeter. This process involves conti-
nuously capturing packets from the network interfaces, extracting relevant features, and normalizing
these features to ensure they are on a comparable scale. The normalized features are then fed into
the selected DL models for prediction, allowing the IDS to identify and respond to potential attacks
promptly.

- Loading and Compiling the Models : The trained models are loaded and compiled with the appro-
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priate optimizer, loss function, and performance metrics to ensure they are ready for real-time infe-
rence. Below is a snippet demonstrating the loading and compilation process :

1 with open('Model.json ', 'r') as json_file :
2 loaded_model_json = json_file .read ()
3 loaded_model = keras. models . model_from_json ( loaded_model_json )
4 loaded_model . load_weights ('Model. weights .h5')
5 loaded_model . compile ( optimizer ='adam ', loss='binary_crossentropy ',

,→ metrics =[ 'accuracy '])

Listing 4.4 : Loading and Compiling the CNN Model

- Prevention Display : The IDS features a prevention display that provides real-time notifications about
the network status. For each IP address, the IDS indicates whether the traffic is identified as an ’AT-
TACK’ or ’BENIGN’. The display updates continuously as new data is analyzed, ensuring that the
network status is always current.

4.2.2.4 Mitigation Module

The mitigation module (Fig 4.5) in our project is designed to dynamically block malicious traffic by mo-
difying the network’s flow rules in response to detected attacks. Once a potential attack is identified, the
mitigation module included in the IPS swiftly acts to mitigate its impact on the network. The IDS extracts
the IP address of the attacker, ensuring that threats are promptly addressed to maintain network integrity
and performance. The functioning of this module can be explained through the following steps :

- Automated Response : The mitigation module employs automated responses to detected threats, en-
suring that actions are taken promptly to minimize network disruption.

- Flow Rule Modification : The core function of the mitigation module is to modify flow rules on the
network switches to block traffic from identified malicious IP addresses. The function constructs a
flow rule specifying the conditions under which the traffic should be blocked. This includes :

◦ dpid : The Data Path ID (DPID) of the switch where the rule will be applied.

◦ table_id : The table within the switch where the rule will be placed.

◦ priority : The priority of the rule, determining its precedence over other rules.

◦ match : The conditions that match the traffic to be blocked, specifically targeting the malicious
IP address and Ethernet type.

◦ instructions : The actions to be taken on matching traffic, in this case, to drop the packets.

The function sends this flow rule to the Ryu controller using its REST API endpoint. If the rule is
successfully added, it confirms that traffic from the specified IP address is blocked; otherwise, it logs
the failure for further analysis.

- Adaptive Response : The mitigation module continuously monitors the effectiveness of the applied
flow rules and adapts them as necessary. This adaptive approach ensures ongoing protection against
evolving threats.

The system’s effectiveness and reliability are crucial for maintaining network security and preventing dis-
ruption caused by DDoS attacks.
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FIGURE 4.2 : Mitigation Module Stages

4.2.3 Implementation of Multithreading in YOUD Ensemble Model

In our implementation, each network interface is monitored by a separate thread. This allows for concurrent
processing and analysis of network traffic across multiple interfaces. The following code snippet demons-
trates how we implemented multithreading in our YOUD ensemble model :

Listing 4.5 : Multithreading in YOUD Ensemble Model

1 import threading
2

3 # Define the function to monitor network traffic
4 def monitor_interface ( interface ):
5 # Code to capture and analyze traffic on the specified interface
6 pass
7

8 # List of network interfaces to monitor
9 interfaces = ['s1 -eth1 ', 's1 -eth2 ', 's1 -eth3 ', 's2 -eth1 ', 's2 -eth2 ', '

,→ s2 -eth3 ', 's2 -eth4 ']
10

11 # Create and start a thread for each interface
12 threads = []
13 for interface in interfaces :
14 thread = threading . Thread ( target = monitor_interface , args =(

,→ interface ,))
15 thread .start ()
16 threads . append ( thread )
17

18 # Wait for all threads to complete
19 for thread in threads :
20 thread .join ()

4.2.4 Implementation of The Flask Application

The Flask application serves as the front-end interface for real-time monitoring and detection of DDoS
attacks using the YOUD model. The application includes several interactive elements to facilitate user in-
teraction and provide real-time feedback on network security status.
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FIGURE 4.3 : Flask Application Plateform

User Interface Elements :

The key components of the Flask application are as follows :

- Start Sniffing Button : This button initiates the IDS monitoring process across the specified network
interfaces. When the user clicks this button, the Flask application starts capturing and analyzing net-
work traffic in real-time, utilizing the trained YOUD model to detect potential threats.

- Toggle Attack History Button : This button allows users to view and hide the attack log. The attack log
records all detected threats, including the source IP addresses, and the number of attack flows. This
feature enables users to review past detections and gain insights into the network’s security events.

- Reset Button : This button clears the current log of detected threats, allowing the user to start fresh
with new detections. This is particularly useful for monitoring sessions where the user needs to reset
the detection data and start a new analysis without the interference of previous logs.

- Logo : The application prominently displays a logo in the top-left corner of the web page, reinforcing
the branding and purpose of the IDS system. The logo enhances the visual appeal of the interface and
provides an immediate visual identifier for the application.
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Backend Processing and Multithreading :

The Flask application is designed to handle multiple network interfaces concurrently, ensuring comprehen-
sive coverage and real-time responsiveness. The following elements outline the backend processing :

1. Model Loading : The YOUD model, including LSTM, 1D-CNN, and hybrid CNN-LSTM models, is
loaded into the Flask application for DDoS attack detection.

2. Traffic Capture and Analysis : The application uses ‘cicflowmeter‘ to capture network traffic and ana-
lyze it with the YOUD model to identify threats.

3. Multithreading : The application employs multithreading to monitor multiple network interfaces
concurrently, ensuring efficient and real-time threat detection.

4. Data Visualization : Real-time visual feedback is provided, showing traffic analysis results by IP ad-
dress, benign and attack traffic percentages, and detailed attack information.

5. Flow Rule Modification : Upon detecting an attack, the application modifies flow rules via the net-
work controller to block malicious IP addresses, mitigating ongoing attacks.

4.3 Models Training and Evaluation

In our approach, we begin by ensuring that the dataset is appropriately divided into training and testing sets,
maintaining the original class distribution. We employ a stratified shuffle split with a 70-30 ratio, meaning
70% of the data is allocated for training and 30% for testing. This method ensures that each class is propor-
tionally represented in both the training and testing sets, which is crucial for training an unbiased model.
The input data is then reshaped to include an additional dimension, aligning with the required input format
for each model.

After training, we evaluate the models performances on the testing set. Metrics such as accuracy, confusion
matrix, and classification report are used to assess the models effectiveness in distinguishing between be-
nign and attack traffic. Visualizations, including loss and accuracy curves provide insights into the models
training dynamics and classification performance.

4.3.1 Hyperparameters Tuning

In optimizing our models for detecting DDoS attacks in SDN environments, a thorough hyperparameters
tuning process was conducted. This involved fine-tuning parameters like number of epochs and optimizer
selection within each model including 1D-CNN, LSTM, and hybrid CNN-LSTM models. By meticulously
adjusting these settings, we aimed to maximize the models performances in accurately identifying DDoS
threats. The resulting ensemble model called YOUD, formed through a majority voting system, is capitalized
on the optimized configurations of each model, culminating in a robust and effective defense mechanism
against DDoS attacks within SDN infrastructures.

1. Number of Epochs :

The table 4.2 presents the performance metrics of the three models (1D-CNN, LSTM, and CNN-
LSTM) across different epochs (50, 75, and 100). The evaluation metrics include accuracy, precision,
recall, and F1 score. Notably, the results are recorded for the Adam optimizer.

1D-CNN Model
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TABLE 4.2 : Performance Metrics of Different Models with Varying Epochs

Model Epochs Accuracy (%) Precision (%) Recall (%) F1 Score (%)

1D-CNN

50 92% 87.36% 98.42% 92.56%

75 93.98% 89.04% 96.87% 92.81%

100 92.92% 87.37% 98.42% 92.56%

LSTM

50 94.26% 95% 95% 95%

75 95% 95% 95% 94%

100 98.46% 98% 98% 98%

CNN-LSTM

50 93.72% 96.20% 88.99% 92.44%

75 92.34% 94.02% 90.2% 92%

100 92.12% 92.3% 86.95% 91.2%

The 1D-CNN model achieved its highest performance at 75 epochs with an accuracy of 93.98%, pre-
cision of 89.04%, recall of 96.87%, and F1 score of 92.81%. However, its performance was relatively
consistent across different epochs.

LSTM Model

The LSTM model demonstrated the best overall performance at 100 epochs, achieving an accuracy
of 98.46%, precision, recall, and F1 score of 98%. This indicates its strong capability in accurately
identifying both attack and benign traffic.

CNN-LSTM Model

The CNN-LSTM model showed competitive performance but did not outperform the LSTM model.
Their best metrics were at 50 epochs with an accuracy of 93.72%, precision of 96.20%, recall of 88.99%,
and F1 score of 92.44%.

2. Optimizers
The results presented previously are obtained using Adam optimizer. Hence, we would like to eva-
luate our DL models learning using another optimizer. We have chosen RMSProp optimizer known
by its ability to adapt learning rates dynamically for each parameter.

TABLE 4.3 : Evaluation Metrics for 1D-CNN and LSTM Models with RMSProp

Metric CNN with RMSProp LSTM with RMSProp

Accuracy 79.16% 90.50%

Precision 85.13% 88.76%

Recall 82.88% 89.57%

F1 Score 73.75% 90.62%

The table 4.3 presents the evaluation metrics for both the best 1D-CNN model and the optimal LSTM
model using the RMSProp optimizer. Overall, the metrics suggest that the RMS optimizer is not as
effective for the 1D-CNN model or even the LSTM model, resulting in lower accuracy and precision.
This proves that the Adam optimizer is the best choice for training our models.
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4.3.2 1D-CNN Model

Training and Validation Accuracy :

The model underwent training for 75 epochs with the use of Adam optimizer, yielding optimal re-
sults. As depicted in figure 4.4, the training and validation accuracy curves of the 1D-CNN model
are represented. The training accuracy shows a consistent upward trajectory, stabilizing at high va-
lues from around the 40th epoch, indicating effective learning from the training data. In contrast,
the validation accuracy exhibits significant fluctuations throughout the training process, suggesting
variability in the model’s performance on unseen data. Despite these fluctuations, the overall trend
shows improvement, with the validation accuracy converging to values slightly higher than the trai-
ning accuracy in the final epochs, indicating good generalization capabilities.

Notably, The pronounced spikes and drops in validation accuracy, particularly between the 0th and
40th epochs, could be due to the inherent complexity of the validation dataset. Nevertheless, the
general upward trend in both training and validation accuracy indicates the model’s increasing effec-
tiveness in classifying data over time.

FIGURE 4.4 : 1D-CNN Training and Validation Accuracies

Training and Validation Loss :

As illustrated in figure 4.5, the training and validation loss curves of the 1D-CNN model are deli-
neated. The training loss exhibits a consistent downward trajectory, indicating successful learning
throughout the training epochs. This gradual decrease suggests that the model effectively minimizes
errors on the training dataset.

The validation loss shows more pronounced fluctuations compared to the training loss, which can be
attributed to variability in the validation data batches. Despite these fluctuations, the overall trend of
the validation loss is downward, closely mirroring the training loss trajectory. This indicates that the
model not only learns from the training data but also generalizes well to unseen data, despite some
variability during training.

From around the 40th epoch onwards, both the training and validation losses stabilize, with the vali-
dation loss settling into a lower range. This stabilization indicates that the model has reached a point
where further training does not significantly reduce the loss, implying convergence and effective lear-
ning.
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FIGURE 4.5 : 1D-CNN Training and Validation Loss

Confusion Matrix and Model Performance :

The confusion matrix presented in figure 4.6 provides a clear representation of the CNN model’s ac-
curacy in distinguishing between benign and attack classes. The confusion matrix includes the follo-
wing components :

FIGURE 4.6 : 1D-CNN Model Confusion Matrix

Interpretation :

- True Positives (TP) : Instances where the model correctly predicts the positive class. In the ma-
trix, this is the bottom-right cell with a value of 95,169. This means that the model correctly
identified 95,169 positive instances.
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- True Negatives (TN) : Instances where the model correctly predicts the negative class. This is
shown in the top-left cell with a value of 86,404. This indicates that the model accurately iden-
tified 86,404 negative instances.

- False Positives (FP) : Instances where the model incorrectly predicts the positive class when it
is actually negative. This is represented by the top-right cell with a value of 11,696. This means
that the model incorrectly classified 11,696 negative instances as positive.

- False Negatives (FN) : Instances where the model incorrectly predicts the negative class when
it is actually positive. This is shown in the bottom-left cell with a value of 3,076. This means that
the model mistakenly classified 3,076 positive instances as negative.

The final evaluation metrics for the CNN model are summarized in table 4.4. These results indicate
the model’s effectiveness in distinguishing between the two classes.

TABLE 4.4 : Overall Performance Metrics of the CNN Model

Model Metric Value

CNN

Accuracy 93.98%

Precision 89.04%

Recall 96.87%

F1 Score 92.81%

In summary, the CNN model demonstrates strong accuracy, precision, recall, and F1 Score, indicating its
high effectiveness in correctly classifying both classes.

4.3.3 LSTM Model

Training and Validation Accuracy :

The training and validation accuracy curves for the LSTM model are shown in the figure 4.7. The curves
show that both training and validation accuracies increased steadily and eventually converged to a high
value, indicating that the model generalized well to unseen data.

FIGURE 4.7 : LSTM Model Training and Validation Accuracy
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Training and Validation Loss :

The training and validation loss curves for the LSTM model are shown in the figure 4.8. The loss curves
demonstrate a significant reduction in loss over the training epochs, which suggests effective learning and
minimal overfitting. The validation loss fluctuates but overall trends downwards, aligning closely with the
training loss.

FIGURE 4.8 : LSTM Model Training and Validation Loss

Confusion Matrix and Model Performances :

The confusion matrix presented in figure 4.9 is specified for the LSTM model used for DDoS attack detec-
tion, it provides a clear representation of the model’s accuracy and performances in distinguishing between
benign and attack traffic.

FIGURE 4.9 : LSTM Model Training and Validation Loss
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The final evaluation metrics for the LSTM model are summarized in Table 4.5. The model achieved an ac-
curacy of 98.46%, with precision, recall, and F1-score values of 98%. These results indicate the model’s high
effectiveness in distinguishing between benign and attack traffic.

TABLE 4.5 : Overall Performance Metrics of the LSTM Model

Model Accuracy Precision Recall F1-Score

LSTM 98.46 % 98% 98% 98%

4.3.4 Hybrid CNN-LSTM Model

Training and Validation Accuracy :

As depicted in figure 4.10, the training accuracy of the hybrid CNN-LSTM shows a consistent upward trajec-
tory, stabilizing at high values from around the 15th epoch, indicating effective learning from the training
data. While the validation accuracy exhibits significant fluctuations throughout the training process. Howe-
ver, despite these fluctuations, the overall trend shows improvement, with the validation accuracy conver-
ging to values slightly higher than the training accuracy in the final epochs, indicating good generalization
capabilities.

FIGURE 4.10 : Hybrid CNN-LSTM training and validation accuracy

Training and Validation Loss :

As showed in figure 4.11, the training and validation loss curves of the hybrid CNN-LSTM model are repre-
sented. The training loss exhibits a consistent downward trajectory, indicating successful learning throu-
ghout the training epochs. This gradual decrease suggests that the model effectively minimizes errors on
the training dataset.

The overall trend of the validation loss is downward, closely mirroring the training loss trajectory. This indi-
cates that the model not only learns from the training data but also generalizes well to unseen data, despite
some variability during training.

Models Training and Evaluation Page 75



Software Defined Networking Threats

FIGURE 4.11 : Hybrid CNN-LSTM training and validation loss

Confusion Matrix and Model Performances :

The confusion matrix presented in figure 4.12 provides a clear representation of the hybrid CNN-LSTM mo-
del’s accuracy and performances in distinguishing between the two classes. Overall, it demonstrates strong
performance, with a high number of correct classifications and relatively few misclassifications.

FIGURE 4.12 : Hybrid CNN-LSTM Model Confusion Matrix

The final evaluation metrics for the hybrid CNN-LSTM model are summarized in table 4.6. These results
indicate its effectiveness in distinguishing between benign and malicious traffic.

In summary, the hybrid CNN-LSTM model demonstrates strong accuracy, precision, recall, and F1 Score,
indicating its high effectiveness in correctly classifying both classes.
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TABLE 4.6 : Overall Performance Metrics of the CNN-LSTM Model

Model Metric Value

CNN-LSTM

Accuracy 93.72%

Precision 96.20%

Recall 88.99%

F1 Score 92.44%

4.4 IDS Results in Real-Time with Different DL Trained Models

In this section, we will explore the real-time detection capabilities of our IDS using various DDoS attack
tools. The primary objective of our IDS is to monitor network traffic in real-time and detect potential secu-
rity threats. We will examine the real-time results and effectiveness of CNN, LSTM, and hybrid CNN-LSTM
models in correctly detecting DDoS attacks in SDN based networks. In our test scenario, the host with IP
address 10.0.0.1 was attacked by the host with IP address 10.0.0.2 for CNN and Hybrid models. For LSTM
and YOUD models, the host with IP address 10.0.0.1 was attacked by the host with IP address 10.0.0.4.

4.4.1 1D-CNN Model Results

The results of the CNN model’s detection of DDoS attacks and benign traffic are displayed in table 4.7.

TABLE 4.7 : Detection Results of The CNN Model on Attack and Benign Traffic

Attack Type Percentage of Attack (%) Percentage of Benign (%)

Hulk 84.93 15.07

Slow Body 77.51 22.49

Slow Read 93.17 6.67

Slowloris (slow Headers) 90.17 9.83

Range 96.99 3.01

Benign Traffic 9.83 90.17

Detection of Range Attack :

FIGURE 4.13 : CNN Detection Results in Terminal
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The detection results are displayed in the terminal (4.13), where the system identified and flagged traffic
originating from 10.0.0.2 as an attack :

- The percentage of mistaken detections, where attack traffic was incorrectly identified as benign, is
3.01%.

- The percentage of correct detections, where attack traffic was accurately identified, is 96.99%. It ac-
curately detected and counted 9210 attack flows.

- The output shows the successful addition of a flow rule to block the malicious IP address, thereby
mitigating the ongoing attack.

Interpretation :

FIGURE 4.14 : CNN Traffic Analysis

The figure 4.14 illustrates the traffic analysis based on IP addresses, displaying the count of times Slowhttp-
test Range attack was correctly detected by the CNN model as well as the instances that were mistakenly
identified as benign traffic. The bar chart shows the distribution of detected traffic, highlighting that the
CNN model successfully identified the majority of the attack traffic originating from IP address 10.0.0.2,
which was aimed at the target IP address 10.0.0.1.

4.4.2 LSTM Model Results

The detection results of the LSTM model for DDoS attacks and legitimate traffic are outlined and summari-
zed in table 4.8.
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TABLE 4.8 : Detection Results of The LSTM Model on Attack and Benign Traffic

Attack Type Percentage of Attack (%) Percentage of Benign (%)

Hulk 86.89 13.11

Slow Body 85.37 14.63

Slow Read 93.45 6.55

Range 94.83 5.17

Slowloris (slow Headers) 86.87 13.13

Benign Traffic 4.76 95.24

Detection of Range Attack :

FIGURE 4.15 : LSTM Detection Results in Terminal

The detection results are displayed in the terminal (4.15), where the IDS identified and flagged traffic origi-
nating from IP address 10.0.0.4 as an attack :

- The percentage of erroneous detections, where attack traffic was falsely identified as benign, is 5.17%.

- The percentage of correct detections, where attack traffic was perfectly identified, is 94.83%. Specifi-
cally, it accurately detected and counted 8216 attack flows.

- The output confirms that a flow rule has been successfully added to block the malicious IP address,
effectively mitigating the ongoing attack.

Interpretation :

The figure 4.16 highlights the traffic analysis during a Slowhttptest range attack based on IP addresses, dis-
playing the count of attack and benign traffic detected by the LSTM model.
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FIGURE 4.16 : LSTM Traffic Analysis

This visualization highlights that the LSTM model successfully identified the majority of the attack traffic
originating from IP address 10.0.0.4, aimed at the target IP address 10.0.0.1.

4.4.3 Hybrid CNN-LSTM Model Results

The detection results of the hybrid CNN-LSTM model for DDoS attacks and benign traffic are presented and
summarized in table 4.9.

TABLE 4.9 : Detection Results of The CNN-LSTM Model on Attack and Benign Traffic

Attack Type Percentage of Attack (%) Percentage of Benign (%)

Hulk 85.99 14.01

Slow Body 68.18 31.82

Slow Read 94.68 5.32

Slowloris (slow Headers) 76.03 23.97

Range 93.67 6.33

Benign Traffic 2.33 97.67
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Detection of Range Attack :

FIGURE 4.17 : Hybrid CNN-LSTM Detection Terminal Output

The detection results are displayed in the terminal (4.17), where the IDS identified and flagged traffic origi-
nating from IP address 10.0.0.2 as an attack :

- The percentage of mistaken detections, where attack traffic was incorrectly identified as benign, is
6.33%.

- The percentage of correct detections, where attack traffic was accurately identified, is 93.67%. It ac-
curately detected and counted 7148 attack flows.

- The output confirms that a flow rule has been successfully added to block the malicious IP address,
effectively mitigating the ongoing attack.

Interpretation :

The figure 4.18 illustrates the traffic analysis based on IP addresses, displaying the count of attack and be-
nign traffic detected by the hybrid CNN-LSTM model.

FIGURE 4.18 : Hybrid CNN-LSTM Traffic Analysis
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This visualization highlights that the hybrid CNN-LSTM model successfully identified the majority of the
attack traffic originating from IP address 10.0.0.2, aimed at the target IP address 10.0.0.1.

4.4.4 Benign Traffic Detection Performance

In this test, we have sent only legitimate traffic to assess our models’ ability to distinguish between real
benign traffic and attacks.

(a) CNN Benign Traffic Analysis (b) CNN-LSTM Benign Traffic Analysis

(c) LSTM Benign Traffic Analysis

FIGURE 4.19 : Analysis of Benign Traffic Detection by Different Models

The figures 4.19a, 4.19b and 4.19c present analyses of traffic based on IP addresses, showing the frequency
with which legitimate traffic was accurately classified as benign by the CNN, CNN-LSTM a LSTM models
respectively. The bar charts depict the distribution of detected traffic, indicating that each model effectively
identified the majority of legitimate traffic from various IP addresses. Only a small portion of the benign
traffic was incorrectly flagged as an attack. This highlights the models’ precision in differentiating between
attack and non-attack traffic.

4.5 YOUD Model Results

In this section, we present the results of our ensemble model, YOUD, which combines the strengths of three
distinct models : CNN, LSTM, and the hybrid CNN-LSTM. This ensemble model was developed to leverage
the individual capabilities of each model, combining their predictions using an average voting method to
enhance detection accuracy in real-time scenarios. The detection results of our ensemble model for DDoS
attacks are presented and summarized (Table 4.10) as follows :
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TABLE 4.10 : Performance metrics of YOUD model on different attack types

Attack Type Percentage of Attack (%) Percentage of Benign (%)

Hulk 88.6 11.4

Slow Body 86.26 13.74

Slow Read 99.67 0.33

Slowloris (slow Headers) 89.33 10.67

Range 98.21 1.79

Benign Traffic 2.33 97.67

This table demonstrates that the YOUD ensemble model successfully combined the strengths of the CNN,
LSTM, and CNN-LSTM models in real-time detection of DDoS attacks. It achieved the highest accuracies in
real-time detection, outperforming all three individual models.

4.5.1 Detection of Slow Read Attack

The YOUD model achieved a high accuracy of 99.67% in detecting slow read attacks in real-time. Figure
4.20 illustrates the detection results, highlighting how the prevention of attacks is flagged.

FIGURE 4.20 : YOUD Detection Terminal Output

The detection results of the YOUD model (4.20) indicate the presence of an attack from the IP address
10.0.0.4. The attack count was high enough to trigger the flow rule modification, that effectively blocked
the malicious traffic.

4.5.2 Interpretation

FIGURE 4.21 : Attack Traffic Analysis by IP Address
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The bar chart presented in figure 4.21 illustrates the distribution of detected traffic from the IP addresses.
It shows that the majority of Attack traffic was identified as an attack originated from the host with the IP
address 10.0.0.4, targeting the host with the IP address 10.0.0.1.

The YOUD ensemble model exhibited high accuracy in detecting slowhttptest slow read attack in real time,
effectively differentiating between malicious and benign traffic. The successful application of flow rules to
block attacking IP addresses in real-time further confirms the system’s ability to mitigate such attacks.

4.5.3 Discussion

The YOUD ensemble model outperformed individual CNN, LSTM, and hybrid CNN-LSTM models in detec-
ting different type of DDoS attacks. By leveraging an average voting method to combine predictions from
these models, YOUD achieved the highest accuracies, significantly enhancing the robustness of our IDS in
real-time scenarios. Additionally, the mitigation module effectively blocked malicious traffic, as demonstra-
ted by CICflowmeter’s inability to capture further traffic from the attacking IP addresses post-detection and
mitigation.

By combining the strengths of LSTM, CNN, and CNN-LSTM models, the ensemble approach enhanced the
robustness and reliability of the IDS, providing comprehensive protection against network threats.

4.6 Results of The YOUD Model with Flask Application

The Flask application showcases real-time detection results for each monitored network interface within
our custom topology on a user-friendly web page.

4.6.1 Display Explanation

Our Flask based application presents real-time detection results in a structured and readable format. Each
monitored interface is shown in a separate block with the following details :

The results provided by our Flask application demonstrate the effectiveness of our Intrusion Detection Sys-
tem (IDS) in real-time network traffic analysis and attack detection.

Display Explanation

The interface of our Flask application shows critical information about network traffic across different in-
terfaces. It includes :

- Interface : The specific network interface being monitored (e.g., s1-eth2).

- IP Addresses : The IP addresses associated with the monitored traffic.

- Benign Traffic : The percentage of traffic identified as normal or non-malicious.

- Attack Traffic : The percentage of traffic detected as malicious.

For each interface, the detection results provide :
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- Detection Status : Indicates whether an attack has been detected.

- IP Address : The IP address from which the attack originated.

- Attack Count : The number of attack packets detected.

4.6.2 Real-time Detection with Flask

The figure 4.22 provides a clear visualization of the attack detection results for the network interfaces s1-eth1
and s1-eth2 within our Flask based graphical interface.

For s1-eth1, the system effectively monitored the network traffic and reported that there is an attack on
this interface. The detection results indicate an attack originating from the IP address 10.0.0.2, with a
concerning count of 24,726 attack flows. This demonstrates the accuracy and reliability of our YOUD mo-
del in distinguishing between normal and malicious traffic, ensuring that significant security threats are
promptly identified and reported.

In contrast, the results for s1-eth2 further emphasize the system’s robust attack detection capabilities. An
attack was detected from the same IP address 10.0.0.2 originating from this interface. This highlights
the efficacy of our detection system in identifying multiple points of attack within the network, ensuring
comprehensive security monitoring and response.

FIGURE 4.22 : Real-time detection results for interfaces s1-eth1 and s1-eth2

Notably, the use of multithreading in our implementation ensures that multiple network interfaces are
monitored simultaneously, without compromising performance. Each interface operates within its own
thread, allowing for real-time analysis and immediate reporting of suspicious activities. This approach en-
hances the overall efficiency and responsiveness of the detection system, ensuring that potential threats are
promptly identified and mitigated.
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Overall, the screenshot exemplifies the effectiveness of integrating the YOUD model with a multithreaded
Flask application, offering a user-friendly platform for real-time intrusion detection and network security
management.

4.7 Conclusion

In this chapter, we focused on the implementation and evaluation of our proposed solutions for detecting
DDoS attacks. Through rigorous testing and real-time analysis, we demonstrated the effectiveness of our
models in identifying various types of DDoS attacks. The implementation involved integrating individual
deep learning models, such as CNN, LSTM, and CNN-LSTM, into our system and testing their performance.

Our final YOUD model, which combines the strengths of these individual models, proved to be the most
effective. It accurately detected studied types of DDoS attacks with superior accuracy, outperforming each
individual deep learning model. The results validate the robustness and efficiency of the YOUD model in
real-time DDoS attack detection, confirming its potential as a reliable solution for enhancing network se-
curity.
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Conclusion

In conclusion, SDN emerged to address the limitations of traditional networks by providing separation of
control and data planes, programmability, and enabling network monitoring through software applications.
This paradigm shift has significantly mitigated network vulnerabilities, including susceptibility to DDoS at-
tacks.We enhanced the CICDOS-2017 dataset by incorporating updated generated traffic using online tools,
allowing for more accurate training and evaluation of our approaches. Our project successfully implemen-
ted and evaluated CNN, LSTM, and hybrid CNN-LSTM algorithms for detecting various application layer
DDoS attacks within an SDN environment. The models exhibited exceptional performance in real-time
detection scenarios. Specifically, they achieved accuracies exceeding 95% for Hulk attacks, demonstrating
their capability to detect high-volume traffic surges. For Slow Read attacks, the models maintained accu-
racies above 93%, highlighting their proficiency in identifying attacks that exploit slow data transfer rates.
Additionally, the models consistently detected Slow Range attacks with accuracies surpassing 93%, and ef-
fectively managed to identify both Slow Body and Slowloris attacks with accuracies exceeding 70%. These
results underscore the robustness and versatility of our models in addressing various DDoS attack strategies.
These results highlight the models’ effectiveness in accurately identifying different types of DDoS attacks.

Integrating these models into the YOUD ensemble approach and leveraging the Ryu controller, our solution,
powered by a multithreaded Flask application, demonstrated high effectiveness in identifying application
layer DDoS attacks. The YOUD ensemble model combined the strengths of CNN, LSTM, and CNN-LSTM
models, resulting in improved detection accuracy and reduced false positives. Notably, the YOUD model
successfully detected all the previously mentioned types of attacks, achieving accuracies surpassing 80%
across the board, further underscoring its robustness and reliability in real-time DDoS attack detection. our
implementation leveraged the simple_switch_13.py application from the Ryu controller’s southbound API to
manage packet forwarding in an SDN environment. We developed a mitigation module (IPS) that deployed
flow rules to the Ryu controller based on IDS detections, effectively blocking attackers and mitigating DDoS
attacks. This approach demonstrated the comprehensive efficacy of integrating IDS and IPS within an SDN
framework, providing robust network protection and ensuring stability.

Prespectives

Looking forward, future work will focus on further enhancing our DL models by evaluating them with more
efficient datasets that encompass a broader spectrum of attack types. This will ensure our system’s readi-
ness to combat evolving threats in network security effectively. By continuing to refine our approach and
expanding the scope of evaluation, we aim to contribute significantly to the field of cybersecurity in SDN
environments. Additionally, a crucial next step involves implementing our solution in a realistic datacenter
topology to assess its efficacy in a real-world network environment. This practical deployment will provide
invaluable insights into the performance and scalability of our approach under real operational conditions,
reinforcing its relevance and applicability in practical cybersecurity scenarios.
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Appendix A: Materials and Software Tools

A.1 Ubuntu

Ubuntu is a popular open-source operating system based on Debian Linux, known for its user-friendliness,
extensive support community, and robust performance. Its stability and reliability are crucial for running
deep learning models and ensuring consistent performance during real-time DDoS attack detection. Ubuntu
supports a wide range of software and libraries essential for deep learning and cybersecurity, including fra-
meworks like TensorFlow and PyTorch. The extensive support community and comprehensive documenta-
tion available for Ubuntu are invaluable for troubleshooting and optimizing our project, ensuring quick so-
lutions to any issues. Additionally, Ubuntu allows for fine-tuning and optimization of system performance,
which is vital for processing large amounts of network traffic data in real time and ensuring our deep lear-
ning models run efficiently. Its strong security features further enhance the suitability of Ubuntu for this
project.

A.2 Python

Python version 3.9 served as the cornerstone of our project development, offering versatility and robust-
ness in handling complex tasks efficiently. Within this development environment, Matplotlib and Seaborn
were instrumental in visualizing data distributions and model performance, providing insights for iterative
refinement. NumPy and Pandas facilitated seamless data manipulation and preprocessing, ensuring com-
patibility with our chosen dataset, CICIDS2017. Additionally, Flask enabled us to develop a responsive web
interface for real-time monitoring and control of the IDS system. Scikit-learn rounded out our toolkit, provi-
ding essential evaluation metrics to validate the effectiveness of our models. Python’s ecosystem and these
libraries collectively underpinned the development of a comprehensive and adaptable security solution.

A.3 Emulation Tool

Mininet :

Mininet is a virtual network emulator that allows the creation of a network environment including switches,
routers, end-hosts, connections, and SDN controllers [43]. It utilizes operating system virtualization fea-
tures to scale up to hundreds of nodes. Mininet employs OpenFlow switches and routers, enabling research,
development, learning, prototyping, and testing. This tool allows users to deploy the same code and testing
standards into a major production network after adding new features or designs. Network packets are di-
rected through the SDN controller for processing [12].
We chose this software for its simplicity and speed. For rapid progress and an enhanced development expe-
rience, it was essential for us to quickly launch, modify, and finalize topologies for prototyping. In our initial
plan, we anticipated the need to modify our topology during development.
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Features of Mininet :

The Mininet network emulator offers several key advantages for network simulation and testing, including :

- Lightweight virtualization

- Flexible and extensible network topology creation

- Realistic network performance

- Supports custom topologies and complex network configurations

- Easily integrates with SDN controllers like Ryu and OpenDaylight

- Open source and actively maintained

Usage in Research :

Mininet was utilized in this project to create custom network topologies, allowing us to simulate DDoS
attack scenarios. This setup enabled us to test the efficacy of our deep learning models in detecting and
mitigating such attacks, providing a controlled environment for rigorous experimentation and validation.

A.4 Network Controllers

A.4.1 Ryu

Ryu is an open-source software-defined networking framework that facilitates the development and mana-
gement of network control applications. It provides a rich set of software components and a high-level API,
allowing developers to create custom network management solutions without dealing with low-level proto-
col details [44]. Designed to enhance network flexibility by simplifying traffic management. By Supporting
various versions of the OpenFlow protocol for communication between the controller and network devices.

Features of Ryu :

The Ryu SDN framework offers several notable benefits for developing and managing SDN applications,
including :

- Support for OpenFlow and other protocols

- Provides a high-level API that simplifies the development of SDN applications

- Easily extensible and flexible

- Actively maintained by a community of developers, ensuring that the framework stays up-to-date
with the latest SDN technologies and practices.
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Usage in Research :

Choosing Ryu as controller for our SDN Based framework, enabled us to focus on the core logic of our ap-
plications while relying on the framework to handle the underlying protocol interactions and network ma-
nagement tasks. This approach accelerates the development process and facilitates the creation of robust
and scalable SDN applications.

A.4.2 OpenDayLight (ODL)

OpenDaylight (ODL) is a modular open-source SDN controller platform hosted by the Linux Foundation.
It aims to accelerate the adoption of SDN and create a solid foundation for network functions virtualiza-
tion (NFV). It provides centralized, programmatic control and monitoring of network devices through open
protocols such as OpenFlow. Similar to other SDN controllers like Ryu and Pox, OpenDaylight supports
OpenFlow and offers ready-to-install network solutions [45]. ODL acts as an interface for quickly and intel-
ligently connecting network devices to optimize network performance, similar to how an operating system
provides an interface for computer hardware.

Features of ODL :

The OpenDaylight SDN controller provides a range of features that make it a powerful and flexible platform
for managing network infrastructures, including :

- Open-Source modular architecture

- Support for multiple southbound and northbound interfaces

- High scalability and robustness

- Supports multiple network protocols and standards

Usage in Research :

OpenDaylight was chosen as an alternative SDN controller to validate our approach across different control
platforms. Its selection was influenced by its ease of installation compared to Ryu, which often presents
challenges in finding the appropriate source with the right requirements for its launch.

A.5 Packet Analyzers

Wireshark :

Wireshark is the most widely used network protocol analyzer in the world, celebrated for its extensive and
powerful features. Compatible with Windows, OS X, and Linux, this free packet sniffer application serves
various purposes, including network troubleshooting, protocol analysis, software development, and educa-
tional use [46].

Wireshark excels in capturing, viewing, and analyzing data packets, offering sophisticated tools for these
tasks. It includes advanced wireless protocol analysis capabilities, which are invaluable for network admi-
nistrators dealing with wireless network issues. With the right driver support, Wireshark can capture wireless
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traffic and decode it into a readable format, enabling administrators to diagnose problems like poor perfor-
mance, intermittent connectivity, and other typical network challenges. is a widely-used network protocol
analyzer. It allows users to capture and interactively browse the traffic running on a computer network [47].

Wireshark, a widely-used network protocol analyzer, offers several key features that enhance its functiona-
lity and usability, including :

- Supports real-time traffic capture and analysis of saved capture files.

- Compatible with standard packet formats like pcap and pcapng.

- Applies powerful filters to focus on specific traffic patterns and protocols.

- Dissects and analyzes numerous network protocols across different OSI layers.

- Uses color coding to highlight different types of traffic for easier identification.

- Available on Windows, macOS, and various Unix-like systems.

Wireshark was used to capture and analyze network traffic during DDoS attack simulations to understand
the attack patterns and validate our detection models.

A.6 Flow Managers

A.6.1 OpenFlow Manager

OpenFlow Manager (OFM) is a specialized application that operates on top of the OpenDaylight platform.
It is used to visualize network topologies created using the OpenFlow protocol, enabling the programming
of network paths and the collection of network statistics. This application facilitates the management and
optimization of OpenFlow-enabled networks by providing intuitive visualization and control tools [48]. So
it is a tool for managing and configuring OpenFlow switches. It provides a user-friendly interface for moni-
toring and managing flow entries in the switches.

The capabilities of our OpenFlow Manager are extensive and include the following features :

- Create, modify, and delete flow entries in switches.

- Real-time monitoring of flow tables.

- Automate the deployment and configuration of network devices.

- Automatically discover network topology and visualize it.

- Support for multiple OpenFlow versions.

A.6.2 CICFlowMeter

CICFlowMeter is a network traffic flow generator developed by the Canadian Institute for Cybersecurity
(CIC). It is used for extracting flow features as CSV files from packet capture (PCAP) files after sniffing the
network packets. This tool analyzes network traffic data and generates detailed flow records, which are es-
sential for various cybersecurity tasks such as intrusion detection, network monitoring, and anomaly de-
tection [49]. CICFlowMeter supports a wide range of flow features, including basic ones like packet counts
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and byte counts, as well as more advanced features like flow duration and inter-arrival times. These features
provide comprehensive insights into network behavior and help enhance the accuracy and effectiveness of
cybersecurity measures.

Features of CICFlowMeter :

CICFlowMeter offers a comprehensive set of features for network traffic analysis, which includes :

- Generation of flow-based features from PCAP files

- Captures bidirectional flows, meaning it records traffic in both directions (source to destination and
destination to source) as a single flow.

- Supports various network protocols, including TCP, UDP, and ICMP, for a comprehensive analysis of
network traffic.

- Extracts over 80 features from network traffic, including basic flow features (duration, number of pa-
ckets, bytes) and advanced statistical features (flow inter-arrival times, packet lengths).

- Exports extracted features to CSV files, which can be easily imported into various data analysis and
visualization tools.

Usage in Research :

CICFlowMeter was utilized to extract detailed features from captured network traffic. These features were
subsequently used as input for our deep learning models to detect anomalies. By converting raw packet
data into structured flow records, CICFlowMeter enabled the deep learning models to effectively analyze
patterns and identify irregularities in network behavior, enhancing the accuracy of anomaly detection.

A.7 DDoS Attack and Legitimate Traffic Generation Tools

DDoS generation tools are software applications designed to simulate DDoS attacks against systems or ser-
vers. These tools are specifically tailored to test the resilience and effectiveness of trained models under
high-stress conditions, replicating real-world DDoS attack scenarios. By generating controlled and scalable
traffic patterns, they enable cybersecurity professionals to evaluate their models’ performance in detecting
and mitigating DDoS threats in real-time environments. Additionally, there’re tools create synthetic traffic
patterns that resemble genuine user interactions with network services and applications. Legitimate traf-
fic generation tools are essential for network testing, performance monitoring, and application validation.
Numerous tools are available that can produce both legitimate-looking traffic and attack traffic, capable of
bypassing existing DDoS defense solutions.Many tools are available that can generate traffic patterns simi-
lar to real users and mimic harmful DDoS attacks, bypassing current DDoS defense systems [50].

A.7.1 Hping3

Hping is a versatile network tool capable of handling random packet sizes and fragmentation. It serves
various purposes such as firewall rule testing, port scanning, and protocol-based network performance as-
sessment. Implemented in TCL, it offers a command-line interface for easy operation. Hping3, a scriptable
program utilizing the Tcl language, enables the sending and receiving of custom ICMP/UDP/TCP packets
and displaying target replies similar to ICMP responses [51]. Hping3 is a command-line oriented TCP/IP
packet assembler/analyzer. It is one of the most popular tools for security auditing and testing of firewalls
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and networks.

Hping3 offers a versatile set of features for network testing and analysis, including :

- Reply Display : It can display target replies, similar to how ping shows ICMP replies.

- Arbitrary Packet Body and Size : It supports sending packets with arbitrary body content and size.

- Network Performance Testing : It allows for testing network performance using different protocols.

- Scriptability : Hping3 is scriptable using the Tcl language, allowing for automation and customization
of tasks.

Hping3 was used to generate various types of DDoS attacks to test the performance of our deep learning
models in detecting and mitigating these attacks.

A.7.2 iPerf

iPerf is a multi-threaded client-server network testing tool and traffic generator used for active measure-
ments of the maximum achievable bandwidth on IP networks. It supports multiple connections and can
generate both network layer and application layer traffic, making it useful for simulating network condi-
tions, including DDoS attacks for testing purposes. For each test, iPerf3 reports bandwidth, loss, and other
parameters, providing detailed insights into network performance [52]. Thus, iPerf is a comprehensive tool
for network performance testing and analysis, suitable for a wide range of applications and platforms.

iPerf provides a range of features designed to facilitate network performance testing, including :

- Cross-Platform Compatibility : Available on Windows, Linux, Android, MacOS X, FreeBSD and others.

- Multiple Simultaneous Connections : The client and server can handle multiple simultaneous connec-
tions using the -P option.

- Flexible Testing Duration : Tests can be run for a specified time using the -t option, or for a set amount
of data to transfer using the -n or -k options.

- Traffic Generation and DDoS Simulation : Capable of generating network layer and application layer
traffic, making it useful for simulating network conditions, including DDoS attacks, for testing pur-
poses.

A.7.3 SlowHTTPTest

SlowHTTPTest is a flexible tool designed to replicate various application layer Denial of Service (DoS) at-
tacks. It offers extensive configuration options to simulate attacks like Slowloris, Slow HTTP POST, and Slow
Read. These attacks aim to exhaust server resources by initiating and maintaining multiple low-bandwidth
connections, effectively causing service degradation or unavailability [53]. By mimicking these attacks, SlowHTTP-
Test assists in assessing a system’s resilience and readiness to mitigate such threats.

SlowHTTPTest provides several features for simulating and analyzing low-bandwidth application layer DoS
attacks :

- Simulation of Common DoS Attacks : It implements various low-bandwidth application layer DoS
attacks, including Slowloris, Slow HTTP POST, and Slow Read.
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- Slowloris Simulation : It can simulate the Slowloris attack, which aims to exhaust server resources by
keeping multiple connections open with incomplete HTTP requests.

- Slow Read Simulation : Capable of simulating the Slow Read attack, exploiting the TCP persist timer
to drain the server’s concurrent connections pool by slowly reading response data.

- Slow HTTP POST Attack Simulation : It can replicate the Slow HTTP POST attack, where attackers
send HTTP POST requests but transmit the data very slowly, tying up server resources.

- By simulating these DoS attacks, SlowHTTPTest helps assess a server’s resilience and effectiveness in
mitigating such threats.

A.8 TensorFlow and Keras

TensorFlow is an open-source machine learning framework developed by Google. It offers a comprehensive
ecosystem for building, training, and deploying machine learning models. As one of the most widely used
machine learning frameworks, TensorFlow supports a broad range of tasks, from neural network training
to reinforcement learning, making it a adaptable tool in the field of artificial intelligence. TensorFlow’s eco-
system includes tools and libraries that cater to various aspects of machine and deep learning workflows.
These tools help streamline data preprocessing, model building, training, evaluation, and deployment, thus
enabling developers and researchers to focus more on innovation and less on the complexities of imple-
mentation. TensorFlow’s flexibility and scalability allow it to be used in various applications, from small-
scale experiments to large-scale industrial projects.

TensorFlow offers a wide range of features to support machine learning and deep learning applications :

- Open-Source : TensorFlow is an open-source framework, allowing for community contributions and
widespread use.

- Scalability : It supports distributed computing, enabling large-scale machine learning projects.

- Flexibility : TensorFlow can be used for various machine learning tasks, including neural network
training, reinforcement learning, and more.

- Compatibility : TensorFlow is compatible with multiple platforms, including CPUs, GPUs, and TPUs,
for optimized performance.

- High-Level APIs : Provides high-level APIs like Keras for easy model building and training.

Keras is a high-level neural networks API, written in Python, that provides a user-friendly and modular ap-
proach to building and training deep learning models. Keras allows researchers and developers to quickly
prototype, test, and iterate on their neural network architectures. Keras is designed to run on top of popu-
lar deep learning frameworks, including TensorFlow, which allows it to leverage the powerful computation
capabilities of TensorFlow while maintaining a simple and intuitive interface.

Keras abstracts much of the complexity involved in deep learning, offering a suite of pre-built layers, activa-
tion functions, and optimization algorithms that can be easily combined to construct complex models. This
makes it an ideal choice for both beginners and experienced practitioners who need to implement state-of-
the-art models efficiently. Additionally, Keras supports a variety of neural network architectures, including
fully connected networks, convolutional neural networks (CNNs), and recurrent neural networks (RNNs),
making it versatile for a wide range of applications such as image recognition, natural language processing,
and time series forecasting.

By integrating seamlessly with TensorFlow, Keras benefits from TensorFlow’s extensive ecosystem, which
includes tools for model deployment, data preprocessing, and distributed training. This integration ensures
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that models built with Keras can be easily scaled and deployed in production environments, providing a
robust and scalable solution for deep learning tasks.

Keras offers several features to streamline the development of deep learning models :

- User-Friendly : Keras is designed for fast experimentation, with a user-friendly API that reduces the
complexity of building neural networks.

- Modularity : It allows for easy customization and combination of various neural network compo-
nents like layers, models, and optimizers.

- Extensibility : Keras supports custom layers and models, enabling advanced research and experi-
mentation.

- Integration : Seamlessly integrates with TensorFlow, leveraging its powerful features for efficient
computation and deployment.

- Comprehensive Documentation : Keras provides extensive documentation and community support,
facilitating learning and development.
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Appendix B: Traffic Generation Commands

B.1 Attack Generation Commands

Command Arguments Explanation

sudo slowhttptest -u
http ://url

- H : slow headers (Slowloris)

- B : slow body (R-U-Dead-Yet)

- X : slow read (Slow Read)

- R : range attack

slowhttptest tool allows to gene-
rate various http based attacks, in-
cluding slow headers (Slowloris),
slow body (R-U-Dead-Yet), slow
read, and range attacks.

python3 hulk.py

- Target IP : the target IP address

- Port NO : the port number

hping3 performs packet craf-
ting, and troubleshoot network
connectivity, it allows users to
send custom packets with various
protocols such as TCP and UDP.

TABLE 2.1 : Attacks generation commands

B.2 Legitimate Traffic Generation Commands
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Command Arguments

sudo hping3 -S -p 80 -i u1000 <tar-
get_ip>

- -S : sends SYN packets

- -p 80 : targets port 80

- -i u1000 : interval of 1000 microseconds (1 packet
per millisecond).

- <target_ip> : the targeted IP address

sudo hping3 –udp -p 80 -i u1000
<target_ip>

- –udp : sends UDP packets

- -p 80 : targets port 80

- -i u1000 : interval of limits of the traffic to 1000 mi-
croseconds (1 packet per millisecond).

- <target_ip> : the targeted IP address

TABLE 2.2 : Legitimate traffic generation commands
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Appendix C: Dataset Preprocessing

C.1 Dataset Cleaning

C.1.1 Stripping Whitespace from Column Names

The initial step involved standardizing the column names by removing any leading or trailing whitespace.
This measure ensures consistency and prevents issues that may arise from improperly formatted column
names.

1 df. columns = df. columns .str.strip ()

C.1.2 Handling Negative Values in Numeric Columns

We identified all the numeric columns and set all the negative values to zero to address potential data ano-
malies.

1 num = df. _get_numeric_data ()
2 num[num < 0] = 0

C.1.3 Removing Zero Variance Columns

columns with zero variance, indicating that all the values within those columns were identical. Subse-
quently, we removed these columns to enhance the dataset’s efficiency and clarity.

1 zero_variance_cols = [col for col in df. columns if len(df[col
,→ ]. unique ()) == 1]

2 df.drop( columns = zero_variance_cols , axis =1, inplace =True)

C.1.4 Replacing Infinite Values and Removing Not a Number Numeric Data
Type (NaN)

To ensure that the dataset was free from undefined or non-numeric values, we replaced any infinite values
with Not a Number numeric data type (NaN) and subsequently removed rows containing NaN values.

1 df. replace ([np.inf , -np.inf], np.nan , inplace =True)
2 df. dropna ( inplace =True)
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C.1.5 Removing Columns with Identical Values

Pairs of columns with identical values were identified and the redundant columns were removed to ensure
unique and valuable information :

1 column_pairs = [(i, j) for i, j in combinations (df.columns , 2)
,→ if df[i]. equals (df[j])]

2 ide_cols = [ col_pair [1] for col_pair in column_pairs ]
3 df.drop( columns =ide_cols , axis =1, inplace =True)

C.1.6 Removing Duplicate Rows

Duplicate rows were removed to maintain the integrity of the dataset and avoid redundancy.

1 df. drop_duplicates ( inplace =True)

C.1.7 Standardizing Column Names

We standardized the column names by converting them to lowercase, replacing spaces with underscores,
and removing parentheses to facilitate seamless data processing.

1 df. columns = df. columns .str.strip ().str.lower ().str. replace (' ', '
,→ _').str. replace ('(', '').str. replace (')', '')

C.1.8 Visualizing Label Distribution

Understanding the distribution of different attacks types in our dataset is crucial for effective model trai-
ning. We created a count plot of the attacks labels, excluding the benign traffic label as showed in figure 3.1,
to visualize the prevalence of various attacks types.

1 filtered_df = df[df['label '] != 'BENIGN ']
2 plot = sns. countplot (data= filtered_df , y='label ')
3 plt. xscale ('log ')
4 fig = plot. get_figure ()
5 plt.show ()
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